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TOBaprIe 3HakKu

Bce Ha3BaHus wu3genui, KOMIAHU M TOPrOBBIX MAapoOK SBISIOTCS TOBApPHBIMU 3HAaKaMU WIH
3aperucTPUPOBAHHBIMUA TOBAPHBIMHM 3HaKaMU HMX BiaaenbleB. OHU HCHONB3YIOTCS TOJBKO B IENSAX
uAeHTU(UKAN. TeXHIYECKHE XapaKTePUCTHUKH MOTYT ObITh H3MEHEHBI 0€3 YBEIOMIICHUSI.

CootBeTcTBME TpeboBaHnAM PKC

Jlanroe 06opynoBaHue ObUIO MPOBEPEHO U MPU3HAHO COOTBETCTBYIOIINM OTPAaHUYECHUSAM TS IIU(PPOBBIX
ycTpoiictB knacca B, cormacno Yactu 15 IlpaBun ®KC. JlanHbie orpaHuueHus: pa3paOOTaHbl s
oOecrieueHUs] TPUEMIIEMOM 3allUTHl OT PaJAMONOMEX IPU YCTaHOBKE OOOpPYHOBAaHUS B HEKUIBIX
noMenienusx. JlaHHoe o00oOpyZoOBaHME MOXET CO3[aBaTh, HWCIOJIB30BATh M H3Iy4aThb JHEPTUIO
PaAMOYacTOTHOIO Juana3oHa M, €CJIM HapyLIEHbl MHCTPYKLIMU JAHHOTO PYKOBOJCTBA IO YCTAaHOBKE M
SKCIITyaTalllH, MOXKET CTaTh MPUUUHON MOMeX 7Sl paIruoCBA3U. DKCITyaTalysl JaHHOTO 000pyI0BaHUs
B JKMJIBIX 30HaX MOXET BBbI3BaTh IIOMEXHU, B ITOM CJydyae II0JIb30BATEIb JOJDKEH IIPUHATH MEpHI,
HEOOXOMMBIE [T UX YCTPAHEHHUsI, 32 CBOH CUET.

Hdeknapauua cooTBeTcTBUSA TpeboBaHuam EC

JlaHHOE 000pYIOBaHUE YIOBICTBOPSET TPEOOBAHHUSM B OTHOIIICHHH 3IEKTPOMATHUTHOW COBMECTHMOCTH,
EN 55022/A1, xnacc B.
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1. BBegeHue

MTC 3G Poyrep 2 — 3TO BBICOKONPOHM3BOJHMTENBHOE YCTPOWCTBO, KOTOpOe obecreynBaeT
OecIipoBOIHOE TMOJAKIIOYEHHE K CeTH JoMa, Ha pabote, B obmectBeHHoM Mecte. MTC 3G Poyrep 2
nonaep:xuBaet Texnonoruu cBssu WWAN (HSDPA, WCDMA, EGPRS), a Taxxe nepenady JaHHBIX
no TexHosnorun Wi-Fi co ckopoctero 10 30 MOuT/c 1 nepenavy JaHHBIX MO MPOBOJY CO CKOPOCTHIO JI0
100 Mb6wur/c.

MTC 3G PoyTtep 2 coBMECTUM €O CTaHAAPTHBHIMH (DYHKIIMSIMH 3aIUTHI.
1.1. KoMnieKT nocrtaBKu

BAKHO! B IIEPBYIO ouepeab npoBepbTe cogep:kaHNe KOMILJIEKTA MOCTABKH.

B xommnext nocraBku MTC 3G Poytepa 2 BX0oAAT yKa3aHHBIE HHMKE 3JIEMEHTHI. B cioyuae
OTCYTCTBHS JF000T0 U3 3TUX AIEMEHTOB CBSHKUTECH € IIPOJABIIOM 000PYI0BAHUS.

Oueme | Onucanue KoanuectBo

HTBI

1 MTC 3G PoyTep 2 1

2 Ka6eas RJ-45 1

3 Baok nuranns 12 B/2,0 A 1

4 Kparkoe pykoBoaCTBO 110 1
yCTaHOBKe

5 CD 1

6 Pe3nHOBBIE BKJIAABIIIHN 5
MO/ICTABKHU

7 IMoacraBka 1

Buumanme! lcnonb3oBaHue HCTOYHMKA MHUTAHUA C HaNpsOKEHUEM, OTJIMYAIOUIUMCS OT
HaIpsHKeHUs UCTOYHMKA MUTaHus, Bxonsdmero B KoMiuiekT noctaBku MTC 3G Poytepa 2,
MIPHUBEJIET K MOBPEKICHUIO 000PYI0BaHUSI.

1.2. TpeboBaHHNs1 K cucreme 4151 BbiNOJIHEHUS

KOHUrypnpoBaHH1s
* SIM-kapta 3G ¢ NOAKIIOYEHHBIMH YCIyraMy Iiepeiaun JaHHBIX U roJioca.
Ipumeuanne: [lepeueHs yciayr U yclIoBHs 00CTyKUBaHUS MOXHO y3HaTh y MTC.
* Tenedon ¢ pazbemom RJ-11 mist oTipaBku 1 mpuemMa BHI30BOB MOOHIIBHOTO TenedoHa.
*  Kowmmbrotepsr ¢ Windows, Mac win Linux omepanimoHHONW CHCTEMOH C YCTaHOBJICHHBIM
amganrrepom Ethernet.
* Tpeb6oanus k cucreme Wi-Fi: aganrep 802.11b, 802.11g nmm 802.11n.
* Internet Explorer Bepcuu 6.0 Bepcuu 7.0 unu 6osee mo3gHEN.
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1.3. UHTepdghencbl — Bu[ czagqn

3G Anrenna

\

g

PA3BEM SIM-KAPTbBI

Pazpem RJ-11(TEJIE®OH)

ﬁ AN et B v

£ — ;g\

\

['He3na mNOpPTOB  aBTOMATMYECKOTO  COEIMHEHHUS
MDI/MDIX RJ-45

ABromarnyecku pacno3HaroT Tunsl WAN u LAN npu
noakiroueHnn K Ethernet

I'uesmo Goka
IINTAHUS
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1.4. CBerognoagHbie NMHOANKaTOoOpbl U KHOINKN — B4 criepean

Kuonka
copoca

NunukaTopsl
LANI1~LAN4

Nupukarop
WAN

HNuaukarop
WLAN

D . O 0@ 3C Knonka
MTC 3G PoyTep 2
= =S . WPS
HNunpukaTop ypoBHs HNupukarop WNunukarop| | Wumukarop Nunukarop
curnana 3G cocrostausi (WPS) 2G 3G SMS

HEHMC‘I&HHCZKHOHK& c6p0ca HCIIOJIB3YETCA AJId BOCCTAaHOBJICHU S 3aBOJACKUX HACTPOCK MO YMOJTYaHUTIO

CBCTOIIPIO)IHLIC HHIMKATOPbI

(1).

2).

3).

4.

WNunukarop coctostaust (WPS)

Muraet roryObIM IIBETOM: HOPMaJIbHOE COCTOSTHHE YCTPOHCTBA

BricTpo Muraet roxyObIM IIBETOM: ycTpoicTBO B coctostanu WPS PBC
Nunukarop WAN

Toput ronyObIM 1IBETOM: ycTaHOBIIEHO coequHenne Ethernet

Muraet royryObpIM IIBETOM: Tiepeiada maketa Janabix Ethernet
Nunukaropst LAN1 ~ LAN4

Toput ronyObIM 1IBETOM: ycTaHOBIIEHO coequHenue Ethernet

Muraet royiyObIM IIBETOM: Iepeiava rnakera JanHeix Ethernet

Nupukarop WLAN

I'opuTt romy6siM 11BeToM: 6ectipoBoHast cetb WLAN akTHBHA 1 JOCTyITHA
Muraet royiyobIM LIBETOM: Tiepeiada maKeTa JaHHbIX B OecripoBoHoM cetn WLAN
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Koraa Wi-Fi akTuBeH, HaunHaeT MUTaTh TIIyOOH CBETOAMON .
(5). Ungukarop 2G
I'oput rony6sim niBeToM: yecraHoBieHO coequHenne EDGE nimu GPRS
Muraet royryObIM IIBETOM: Tiepeiada makeTa AaHHbix B cetu 2G/2.5G
(6). Uanukatop 3G
I'oput ronyOsim 11BeTOM: yecraHoBieHo coenqunerne UMTS/HSDPA
Muraet royryObIM IBETOM: Iepeiaya rnakera JaHHbIX B cetd 3G
(7). Uapuxatop SMS
['opuTt roryObIM 1IBETOM: UMEETCSI HEMPOYUTAaHHOE coo0IIeHrne SMS
(8). UnaukaTop ypoBHS CHTHaJIa
Muraet KpacHbIM IIBETOM: OTCyTCTBYeT SIM-KkapTa win curaai; HenpoepeHHblil PIN-kox
I'opuT KpacHBIM IIBETOM: CJ1a0bIi curHai (ypoBeHb 1)
I'oput xenThIM IIBETOM: CpeHUM cUrHai (ypoBeHb 2 uiu 3)
[oput romyOBIMIIBETOM: CHIIbHBIN CUTHAM (YPOBEHb 4 WK 5)

KHOIIKHA
(1). Knomnka copoca
BoccranoBieHne 3aBOICKMX HACTPOEK 10 YMOIYAHHUIO.
(2). Knonka WPS
Knonka WPS ucnonb3yercs nis nepexona B pexkum PBC, 3amumnienHoit Hactpoiiku Wi-Fi.

1.5. OyHKyUNN
® Cosmectumocts ¢ IEEE 802.11b/g
B (OOparnas coBmectumocts co ctanaaprom IEEE 802.11b
B MaxkcuMasabpHasi CKOPOCTh TIepeiauu JaHHbIX B pexume 802.11g mo 54 Mowut/c
B [lonnepkka ciaenyromux cranaaptoB 6ezonacHoctu: WEP (64/128 6ut), WPA,
WPA2, WPA-PSK, WPA2-PSK, 802.1x
B Tlogaepxxka WPS
®  Bcerpoennsiit Mmogyns Mmogema HSDPA nnsa noctyna k cetu 3G
B [IpomyckHas criocOOHOCTh HUCXOMAIIEH JIMHAM CBsI3U 10 7,2 Mout/c
B [IpomyckHas crmiocoOOHOCTh BOCXOMAIIEH JIMHUH CBsI3u 10 2,0 Mowut/c
B Jloxnepxka gyactot 850/1900/2100 MI'y nnst HSDPA/UMTS
B [lTognepxxka yactot 850/900/1800/1900 MI't s EDGE/GPRS/GSM
® [loanepskka mepeaadn roJI0COBBIX JaHHBIX
B Jlonnepxka pedeBbix Bb130BOB GSM/WCDMA 1o KoMMyTHPYEMBIM KaHajlaM
B Jloxnepxka konekoB GSM/UMTS AMR, FR, EFR, HR
® [lomnepkka padoTel ¢ SMS-cooOmeHuIMHU
B Coxpanenne SMS-coobmennii Ha SIM-kapTe Win B TaMsITH yCTPOMCTBA
B VBegomieHue o noiayueHurn SMS-COOOIIEHH ¢ TOMOIIBI0 HHIUKATOPA,
BeO-uHTepdeiica, yrmmtel Windows Ha KoMIIbIOTEpE
» VYrpasieHue JOCTYNOM (TOJBKO ISl IPUBIIIETHPOBAHHOTO TIOJIH30BATEIS,
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JIOKQJIbHOE UCTIOJIb30BaHNe)
» Cosnanue/ornpaBka/uyrenue/ynanenue SMS-coobmienuii B BeO-uHTepdeiice
» Ytunura Windows Ha KOMITbIOTEpe (OITIIHsI)
® [lopr FXS nns nogkmrouenus anamoroBoro tenedoHa
» 1mnopr RJ-11
® 5 moproB 10/100 RJ-45
» 4 nopra LAN
» 1 noptr WAN (pe3epBHoe coenuneHue 3G)
® Coenunenue WAN uepes Ethernet (pezepBroe coenunenue mia 3G WAN)
» Junammueckwuii [P-anpec (kmuent DHCP)
» Craruueckuii [P-aapec

» PPPoE
» PPTP
» L2TP

® Coegunenue PPTP no cetn 3G WAN

® Bcrpoennas ¢ynkuus NAT: coBMecTHOE Ucnoib3oBanue ogHoro IP-aapeca HeckonbKuMu
KOMITBIOTEPAMU

®  BcrpoeHnHslit Opanamaya3p AJIs 3alIUTH JTIOKAJIBHOU CeTH

® [loanepxka pexxuma VPN pass through

> PPTP
> L2TP
> [IPSec

® [Ipoctoe obnosnenue [TPOLLIMBKU(ITIO)
» BeO-untepoeiic
» Yrunura Windows

® [IpocToe aAMUHUCTPUPOBAHUE
» BeO-untepoeiic

» SNMP
» TRO069 (ommus)
» UPnP

® [3/L4 QoS

®  (CeTeBble IPOTOKOJIBI
B UDP/TCP/IP/ARP/RARP/ICMP
B DHCP/PPPoE
B  DNS/TFTP/HTTP
®  AHTEHHBI
B | BHewmHsAs aHTeHHa 3G
B | BHyTpeHHss aHTeHHa 3G
B | BuyTpenHsas anteHHa Wi-Fi
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2. KoHndpurypuposanume MTC 3G Poytepa 2

2.1. BaxxHble ¢haKTOpbl NpU yCTaHOBKe becnpoBoaHOM ceTun
MTC 3G Poytep 2 mo3BoniseT OpraHuM3oBaTh JOCTYN K CBOEH ceTu uepe3 OecrnpoBOAHOE
coemnaenne Wi-Fi LAN mpaktnueckn u3 mroboro mecra. Tem He MeHee, TMOMHHTE, YTO
KOJINYECTBO, TOJIIMHA U PACIOJOXKEHUE CTEH, MEPEeKPhITUIl M JIpYyrux NpeIMeTOB, 4Yepes
KOTOpble OyJIeT BBIHYXKAEH MPOXOAUTh PAJUOCHTHAN, MOTYT OTPAaHHYUTH ATOT DAIHYC.
CranpapTHblil panuyc AEHCTBHS 3aBUCHT OT THUIIA MCIOJIb3YEMBIX MaTepHaJOB U (POHOBOrO
paznoyacTOTHOIO IIyMa B IOM€ WK o(uce.

Jlist yBenmu4eHust pajuyca JeiCTBUSL OECTIPOBOIHOTO YCTPOMCTBA COOMIOAANTE CleAyOIne
PEKOMEHIAINH:

1. Cemure Kk MUHMMYMy 4ucia0 cTeH U nepekpbituii mexay MTC 3G Poyrepom 2 u
JIpyruMu ycTpoiicTBamu ceTH. Kakaas creHa Wil NepeKpbITHE MOTYT YMEHBIIUTD PaIHyC
nericteust MTC 3G Poyrepa 2 Ha 1-30 meTpos.

2. JlepxuTe u3Aenre BAAIH OT JIEKTPUUECKUX YCTPOUCTB (Takux, kak CBY-meun, cucteMsl
KOHJIMIIMOHUPOBAHMS BO3/lyXa U TEJIEBU30PbI), KOTOPBIE U3Iy4arOT OOJIBIIOE KOJIUYECTBO
panuonomex.

2.1.1. YKa3aHuA NO yCTaHOBKe: OpraHuM3sauusa cetum

MMoakaouuTe GecIPOBOXHOM PoyTepP K CBOEH ceTu
Hpumeuyanune: HE noaxmouaiitte MTC 3G PoyTtep 2 K HICTOYHUKY MUTAHUS 10 BBIITOJHEHHS
IIPUBEIEHHBIX HWKE YKa3aHUN 110 YCTaHOBKE.
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1. TloxpknrouuTe aHTEHHY---puc. 2.1.

s &

Camtinn: Always Siscumsect power sdupter E
bbarsaneting o vmoing the SIM el

Puc. 2.1

1.1. MU3BnekuTe aHTEHHY U3 IUIACTUKOBOM YIAKOBKH..

1.2. BBuUHTHTE aHTEHHY, Bpalljasi €e [0 4YaCOBOU CTpeJiKe, B THE3/I0 Ha 3a/{HEl MaHeln
YCTPOMCTBA.

1.3. Tlocne 3akperieHus] HalIpaBbTe€ aHTEHHY BBEPX, IOBEPHYB Ha IIApHUpE. ITO
00ecreunT ONTUMAaIbHBIA PUEM CHTHAJIA.

1.4. Oropsure Hakielky ¢ Haanmuchio SIM & PWR, notsHyB 3a 5136190k ¢ Haamuchio Pull.

2. Bcraswte SIM-kapty B MTC 3G Poytep 2 cneayromnmm o6pa3zom:
-- CM. puc. 2.2
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""I""‘-.\

| Camtins: Abwaps dinesmnert ;.-mi..m|
Rebars insanting ot reming the SIM cardl

[

Puc. 2.2

Ilpumeyanmue:
2.1. MTC 3G Poytep 2 ocnaien BctpoeHHbIM MojieMoM HSUPA 3G.

2.2. Jns pa6otel HeoOxoanmo 3G SIM-kapTa ¢ aKTUBHPOBAHHBIMH yCIyTraMH Nepeadn

JaHHBIX M I'0JIOCA.

3. Toaxmrounte Tenedon kadbemem RJ11.Tenedon ¢ pazpemom RJ-11 MoxHO MCTIONB30BaThH
JUIS OTTIPABKHU U MIPUEMA TOJIOCOBBIX BHI30BOB.
-- CM. puc. 2.3
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T

|/\ Canti o Ml nlnmlmn-eul 'k
ke SIM ¢ .II

i K

Puc. 2.3

4. BcraBbre coenunutenbHbI Kabens Ethernet B mopt LAN Ha 3amneit manemu MTC 3G
Poyrepa 2 u cBoOonubIi opT Ethernet cereBoro amantepa KoMIbeloTepa, KOTOPhIH OyneT
UCTIOJIB30BAThCS JJIsl HACTPOUKHU YCTPOHCTBA.

-- CM. puc. 2.4
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(’_T-\
>] N ———
W b nating r rmaing e 1M card|
= ;
S S 5 = -

Puc. 2.4

Ipumeuanne: [Topr LAN MTC 3G Poyrepa 2 paboraer B pexume Auto-MDI/MDIX.910
MO3BOJISIET MCIIOIB30BATh COeNMHHUTENbHBIN Kabenb Ethernet s noctyma k mopty LAN.

5. (onmmoHanbHO). BeraBeTe coenmHuTenvHbId Kabens Ethernet B mopt mpoBogHOl cetn
WAN Ha 3aaneit nanenu MTC 3G Poytepa 2. DT0 nelicTBUE€ MOKHO HE BBIIIOJIHATD, €CIIN
OyIeT ucnoiab30BaThes OecnpoBogHas cetb 3G WAN.

--CM. puc. 2.5
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,-‘r——‘

ﬁ | Cantine: Abwaps discsaneat power adgier
belurs inseting ar rimoving the SIM card!

-

Puc. 2.5

Ipumeuanne: [Toptr WAN MTC 3G Poytepa 2 pabotaet B peskume Auto-MDI/MDIX. Oto
MO3BOJISIET HCIIOJIB30BaTh COeNMHHUTENbHBIN Kabenb Ethernet s noctyma k mopty LAN.

6. [TogxmrounTe ceTeBoi OJIOK MUTaHUs K THe3y Ha 3aaHen manenn MTC 3G Poyrepa 2.
3areM BCTaBbTE BIIKY OJIOKA MUTaHMS B HACTCHHYIO PO3ETKY WU YUIMHUTEINb.—- Puc. 2.6
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71 Tw

ML'E-!L-L aw

| i Cantisa: Always disconnect pewer adupber
fanerli ing the SIM car
L

—

1

i

—

Puc. 2.6

7. Nanukaropsl (cM. puc. 2.7)

7.1.

7.2.

7.3.
7.4.

KpaTkoBpeMeHHOE BKIIOUEHHE BCEX MHAUKATOPOB YKA3bIBACT HA BKJIFOUECHUE MTUTAHUS
YCTpOMCTBA.

Bce nHnukatopsl 3aTeéM Ha KOPOTKOE BpEMs 3aropsITCs ¥ MOTacHYT, YTO YKa3bIBAaeT Ha
BbinosiHeHne nuunuanu3auuu MTC 3G Poyrtepa 2 ¥ yCTaHOBKHM COE€IMHEHUH. DTOT
npoliecc 3aiMeT MPUOIU3UTENBHO 1-2 MUHYTHI.

[Tocne 3aBepiienus mpoiecca HAYHET MUTATh UHAUKATOP COCTOSIHUSA.

Jnst monydeHuss JOTONMHUTENbHON WHpopManuu cM. pazaen 1.4, «CBeToanomaHbie
WHJUKATOPbI M KHOTIKU — BUJI CIIEPEIM».
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MTC 3G PoyTep 2 ®

re
%8
El 2|
ge
Z B

ONEpATOD CRATH

Puc. 2.7

2.1.2.Opranmsauma WiFi-noaknroueHusn

s nonkmovyenus k MTC 3G Poyrepy mo WiFi ucnonb3yiiTe kimrou cetu
YCTAHOBJICHHBI TO-yMONYaHUIO: 'mts-router". JlaHHBIA KIIIOY PEKOMEHIYETCS 3aTeM
M3MeHUTh Ha HOBBIN". SSID:mts-router.

Ecmu BeiOpano mmdpoBanne WEP wim WPA-PSK, ybOemutech, 4To 3TH mapameTpsl
COOTBETCTBYIOT mapamerpaM HacTpoiiku WiFi-aganrepa.

Hactpoiiku nmapamerpoB Wi-Fi u mmdpoBaHus IOIDKHBI COBMNAAATh JUISl JOCTYNa K MEHIO

koH(purypanuu MTC 3G Poytepa 2 u k UurepHery. [lomomHUTENbHBIE CBEICHUS CM. B
nokymentammu k WiFi-amanrepy.
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3. Acnonb3oBaHMe MeHI0 KOH(uUrypaumm

[Tocne BrimonHeHNs HaCTpOKK Haanexanm oopazom, MTC 3G Poytep 2 Oyzaer aBToMaTH4eCKH
nojsyyaTb M Ha3HadaTh [P-aapeca. Ilapamerpbl KoH(UTypamuu MOXHO 3a7aThb B MEHIO
koH(purypanuu MTC 3G Poytepa 2. Joctyn k 3Tomy uHTEp(deEiicy MOKHO MOJIYYUTh, BHITIOJTHUB
CIEAYIOLINE ACHUCTBHUS:

1. 3amyctute o6o3peBaTenb MHTEpHETA.

2. Beemure IP-anpec (http://192.168.123.254) MTC 3G Poyrepa 2.

ﬂ"' YacTHHM KNHeHTaM - MocKEa " Nonmockesbe - Windows Internet Explorer =1 5[1[
(&) In htpcAfewe ks s j "z_ll_&\ IL”’e Search iEE

#HEE RHEE RRT FMEEQ IAD REW

= e — | | -8 - & - #Ee - GIED - 2

n m - o

onepaTop CBA3M

a

O omnanun Nunepam

Hosoctn MTC

BecenHee npegnoxedne of MTC - «MTC KonHekT» 1o cynepuene!
Hoean TapuiiHan onua - «00NacTbs

110BUNEHOE TENEBUAEHHE - ¥ BAC B KADIAHE!

CeoGoga ofweHns e Tapidie «MHOM 3E0HKDE+S]

CTANTOBAN MAHONO3HLIN HHTEDHET-KOHKYDC «nnioH
WMENEHE KX CODITHI:

Crpara: |Pocoa [ E OcTansHbIE HOBOCTH
Pervok: | locnza it Moguockosee V] E
r 2 4
[y
1.
N s _
ONNATHTb OTNPABUTH POYMHWHI WHTEPHET- MTC-BOHYC HWHTEPHET-
SMSMMS IMATA3WH NOMOWHWK

(S Tapwud MHOro 3B0HHOB +

3BOHHKM Ha Miobble TenehoHs!

B ONpoce Heaenu
scex cetedi 33 19 von/mun

' yqacuvﬁ . “
&

2010

OokymenTe QAQ «MTCx

Nouck no caifty

Ipumeuanne: Ecnu [P-anpec, Haznauennsiii a1 MTC 3G PoyTtepa 2 o ymorgaHuro, ObIT
W3MEHEH, YOeIUTeCh, YTO BBOJUTCS BepHbIi [P-ampec.
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3. Baenure «aamMmuuucTpaTop» (admin) B mosie BBoJa mapoJis.

@ v MIC36PoyTep 2

FnaeHoe MeHw MNonksoearens CocToAHne

Naponk cuctemel . {no ymonuanma : admin) _MNoMH

Cratyc cucTemsl [ Cnpaeka]
JnemeHt Coctonnne WAHN Sametkn
|P-agpec 0.0.0.0 eled
Macka nogceti 0.0.0.0
Wnw3 0000
Cnyda fomeHHelx MmeH (DNS) 0.0.0.0

Bpema noginioueHis

Cratyc mogema 2G/3G
JnemeHt CocTosnne 3ameTkn
VIHbopMaLNA ¢ KapTe MNIA
CocroAHne ceAsn Disconnected
MOUWHOCTE cUrHana MIA
MepegaHo GaiT 0
MonyyeHo Gaint 0
WA cetn MIA
Craryc GecnpoBogHoi ceti Wi-Fi
3nemeHt Cocroanue LAN SameTki
Pexmm GecnpoeogHoi cetH BrnwyeHa { Pexcum TONbKO TOYKKA gocTyna )
88ID MTS3GRouter2
KaHan 14
MpoTokon BeaonacHocTn WPA-PSK (TKIP)
MAC-appec 00-50-18-11-22-48

CratncTuyeckan nHgoprauna

CramncTuka WAN

Bxogawasn Hcxopswan
OkTeToe(Mbytes) 0 0
OnHoaapecHbIX NakeTos 0 0
MHOroanpecHelx NakeToe 0 0
Bnokupoekn 0 0
Ownbka 0

OOHOENTE

BpemA oToGpakeHuA: Fri Aug 8 08:37:55 2008

4. Haxwmurte kHONKY «JIoruny».

3.1. Hacrtpoiika napameTpoB B pe>xxnMme Macrepa

® Haxwute kHonky «Mactep» (Wizard) = i HacTpOHKH OCHOBHBIX MTAPAMETPOB CAMBIM
pocThiM criocoboM. (CM. pazzgen 3.1)

Jpyroii cioco6 — BeiOepuTe «Pacumiupennass HacTpoiika» (Advanced Setup) = s

pacmmpeHHoi HacTpolku napameTpoB. (CM. Bce MyHKTHI pasnena 3.2, «['maBHOe MEHIo
aamuHucTpartopa (Administrator’s Main Menu)»)
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@ v MIC3GPoyTep2
rnaeHoe MeHio AgQMHIICTPaTOpA CocToAHIle BbiiiTn
BbiGepHTe onepauiio
Maciep

' Ha 3T0M 3KpaHe 0ToGpakaeTcA HANOMHHAHIE 01A BbIN

KOHAIUIYpIp A0 OKOHYAHNA paboTkl Mactepa.

Bxog,

e Jlnsg Hayana padoThl HaxKMUTe KHONKY «BXOI».

C nomorusro Mactepa HaCTPOUKH MOXHO HACTPOUTD ITapaMeTpPhl pOyTepa CaMbIM ITPOCTHIM
ciocoboM. B Mactep BKITIOUSHBI TapaMeTpbl HACTPOUKH IS

a. Ilapous Bxona (Login Password)
b. IIposoanoii ceru (WAN) (WAN Setup)
c. becnpoBoanoii cetu (Wireless Setup)

Jna nauana konurypupoBanus HaxmuTe KHOTIKY «/lanee» (Next).
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@ »c MIC3GPoytep 2
FnaeHoe MeHio AQMHICTpaTOpa CocToAHNE Mactep PacwipeHHan BeliTH
Macrep HacTpoHKH [ Beixopn, ]

Macrep HAcTPoilkn NPOBEAET Bac Yepes Npoueaypy 6azoBoi HACTPOMKN War 3a waroi.

b War 1. YcTaHoBKa NOTMHE M Napona

b LWar 2. WA HACTRORKK

b War 3. HacTpoMka BecNPOEOOHOTD COROWHEHKMA
v War 4. Ceoaka

b War 5. CkaH4EHHe

e

Ilar 1. [To3BoJsisieT HU3MEHATH NAPOJIb CUCTEMBI.

@ " Mic36Poyrep 2
nagHoe MeH© AOMHHCTPATOpA CocToAHNE MacTep PaclnpeHHan BbINTH
YcTaHoBKa NorMHa W napona [ Beixon, |
= CTapell naponks (ILIIITIT LI Y )

= Hopsld Napone

= TOBTOPHOE NOATEEPKAEHHE

= Hazag, MNapons = Hanee =

B sTOM OKHE MOXHO U3MEHHUTH napoJib.

Pexomenayercss U3MEHUTh MapoOb CUCTEMbl Ha CBOM COOCTBEHHBIM B IENAX OOecredeHus
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0€30IaCHOCTH.

1.

Beenute cBoii crapeii mapons (Old Password) (mpu mepBom 3amycke mapoib IO
yMor4aHuio — admin).

Benute HoBBIii taposib (New Password).

Beemute cBoit maponp eme pa3 B mone «llogrBepaute» (Reconfirm) mms
MOJTBEPKACHUSA — OH JOJDKEH COBIAJaTh C MapojieM, BBEACHHbIM B mose «HoBbiii
napoiby (New Password).

3arem Haxmure KHOIKy «/lanee» (Next) /g mepexoga K cieIyrOIMM IapameTpam
YCTaHOBKH.

Ilar 2: Beioop cetu WAN, mogema 3G uin nopra Ethernet npoBoaHoii ceTu 1151 MOAK/IIOYEHUA K
ceru UHTepHET.

@ < MIC36PoyTep2

MMaeHoe MeHKO AOMHUCTRATORA CocToAHWE MacTtep PacWwWpeHHan BEIATH

BuIGepHTE THN KCNONL3YEMOro NOAKNKHYEHUA K CeTH MHTepHeT [Bbixon ]

Cete 3G (ByoeT Npon3ecdMTECA TAPMEKMKAUKMA 4ocTyna B FIHTEpHET C BaWeEro
afoHeHTCKOro Homepa MTC)

Mopt Ethernet (Joctyn B FIHTEPHET NyTEM B NOOKNKIYEHUA K BHELWHEMY
ADSL-mogemy unu Ethernet-ceti

= Haa3ag | Tun WAN = Danee = |

Br1 MoxkeTe BBI6paTI) THUIT UHTCPHET 31CCh.
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Ilar 3-1: Hacrpoiika cetn 3G WAN 1151 noakirouenns k cetu UHTepHer.

@ < MiCc36PoyTep2

FMaeHoe MeH AQMHUCTPaTORA CocToAHWe Mactep PacwWpeHHan BEIATH

IMacTep HacTpokW — HacTpodkk cetk MHTepHet no 3G cete MTC [ Beixoa]

BeeauTe OaHHLIe, ANA NOOKNHYEHHA K ceTk 3G ot MTC

= |P-agpec poyTepa [192188.123 254

m APN |internet.mts.ru

= PIN-kog SIM-KapTl I
" Homep 4o3B0HA I*gg#

= |1MA nonk3oearens |mts

B [apone |"'

< Haaan | Tun WAN =

Beenute napamerps! ucnonbzyemeie MTC
Nwms nonb3oBatens:mts,Ilapoias:mts  Haxxmure kaonky «/lasee» (Next)
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Iar 3-2: Bei6op TunoB npoBoaHoii cetd WAN, KoTopbie Oy1yT HCIOJIb30BAHBI 1S MOAKJII0YeHU S
K cetu UHTEpHET

@ »c MIC 3G PoyTep 2

FnaeHoe MeH AOMHUCTRAaTORA CocToRHWE Mactep PacwWpeHHan BEeIATH

MacTep HacTPORKX- BeIGpaTe TN VAN [ Buixoa]

{" Mpoeailgep NepeycTynun Bam cTatnyecknil IP-agpec. (Ctatnyeckni IP-agpec)

& MonyunTe IP-agpec oT NpOBEAAOERa AETOMATHUECKK, (OWHaMHUECKiA IP-agpec)

" OuHamuuecknil IP-agpec cynpagnednen ceaHcom RoadRunner. (Hanpumep, Telstra BigPond)

" HekoTopele Npoeaioepkl TRedyIOT MCNONE30E3HWA CETEBOTD NpoTokona PPPoE vepea Ethernet onA NogKmioUYeHnA K WX

yonyram. (ceTeroil npoTaKon yepea Ethernet)

" HekoTopble NpoBaigepsl TpedyiT wcnoneaoeanna PPTP gnA nogsnioyerna K WX yoryram. (TYHHeNkHLIA NpoToKon THNa
TOYKA-TOYKA)

" HekoTopble NpoBaigepsl TpeGyT Mcnone3oeaHuA L2TP ANA NOOKNKOYEHUA K MX YCNyram. (CeTegol NpoTokon
TYHHEMWPOB3HWA KAHANBHOM YPOEHA)

< Haaan | Tun WAN =

BribepuTe 01uH KeIaeMblid THII.
Haxwvure xnonky «/lasnee» (Next)
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Ilar 4: C Kongurypuposanue IP-anpeca LAN (LAN IP Address), nmenu xocra (Host Name)
MAC-agpeca raodanabnoi cetu (WAN MAC Address).

@ » MiC36PoyTep?2 =mn|

FnaeHoe MeHw AOMHUCTpaTOpa CocToRHUE Mactep PacluMpeHHan BEIATH
MacTep HacTpokn — HaCTPoiKK CeTH MHTepHeT no [duHamuyYecki IP-agpec [Bbixoa ]
u |P_3npgc poyTepa 192.168.123.254
" A xocTa |R0UTER (HeoGA3aTeNbHLII NapameTp)
= [|AG-agpec poyTepa IDD—DD—DD—DD—DD-DD CoxpaHnTe KnoHupoeate MAC-agpec

= Hasag | Tun WAN >

LAN (LAN) — sT0 cokparnieHue ot «JlokanbHas BerauciautenbHas ceth» (Local area network),
MoJ HeW Mojpa3dyMmeBaeTcsi BHYTPEHHSSI ceTh MoJib3oBaTesns. Jlanmee nanel mapametpsl [P
untepdeiica LAN mns MTC 3G Poyrepa 2, ux MOKHO Ha3BaTh JIUYHBIMU HacTpoikamu. [Ipu
HeoOxoauMocT MOXHO m3MeHHuTh [P-ampec LAN. IP-agpec LAN sBisieTcs JUYHBIM IS
BHYTPEHHE CETH IM0JIb30BaTENs U HE MOXKET ObITh BHJIeH U3 MIHTEepHeTa.
IIpumeuanue: [Ipu ucnons3oBanuu nojacetu kiacca C (255.255.255.0) ua MTC 3G Poyrepe 2
noctynHbel 254 anpeca. Ilpumep. IP-agpec poyrepa 192.168.123.1. [octymHblil auana3zoH
kiueHTckux IP: ¢ 192.168.123.2 mo 192.168.123.254.
1. IP-agpec LAN (LAN IP Address) — IP-agpec LAN-untepdeiica. I[P-ampec mo
ymonuanuio: 192.168.123.254
2. Hwmsa xocra (Host Name) BBOAUTH He0OsI3aTeJIbHO.
3. MAC-aagpec WAN
Ecim naxare xnomky «KnonupoBate» (Clone), to MAC-ampec cereBoil KapThl
noJsik3oBatelnsi Oyner orobpaxkeH B mosne MAC-aapeca rimobanpHoit cetn WAN (MAC
Address)
4. [ns npopomkeHust HaKMUTE KHOTIKY «/lasee» (Next).
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lar 5. KondurypupoBanue napamMerpoB HACTPOHKH 0ecPOBOAHOr0 MOAKJIOYeHHust (wireless
settings)

@ < M1C3GPoyTep 2

Fmaedoe MeHw AgmHNCTpaTopa CocTofAHNe MacTep PacwnpeHHas BeIATH
MacTep HacTPoRKK- HacTpoRka VWi-Fi [Bhixoa]
= Wi-Fi % BrnioueHo 1 OTKNYEHD
= HaagaHne ceTn(SSID) IHTS3GRDLIIEFE

= KaHan " =

< Hazag | GecnpoeoOHan CEA3L » Oanee =

1. Breibepute «Briawueno» (Enable) wm «Otkiaodeno» (Disable). Ilapamerp 1o
yMmonmyanuio: «Briarwdeno» (Enable).

2. Ceresoit unentudukatop (Network ID (SSID)). [To ymomaanuto MTS3GRouter2.

3. Kanmaa (Channel)> Bribop kanama OeCnpoOBOJHOW CBSI3H, COOTBETCTBYIOIICTO
JIOKATBHOU 30HE I OECIIPOBOIHOTO ITOAKITIOYCHHS.

4. Jlnsa npoaoikeHus HaXMUTe KHOMKY «lasee» (Next).
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Iar 6. Bbioop MeTona 3a1IMTHI 6€CIIPOBOIHOI CETH B MapaMeTPax HACTPOIKM.

. MTC MTC 3G PoyTep 2

Fmaedoe MeHw AOMHWCTRaTOPA CocTosHKne Mactep PacwnpeHHas BeIATH
Macrtep HacTpoikn - BesonacHocTs Wi-Fi [ Boixon ]
= MpoTtokon E&30nacHocTk I"-“-"F'A-F'SK 'l
= Tyn wrpoeaHuA & TKIP  AES
B JAWMTHEIA KoY |mts—r0uter

= Haaag | EecnpoBoaHan cBAsL > Hanee =

1. Bwibepute Tin 6e3onacaoct WEP u BBemute xmou WEP:mts-router
2.  Haxwmwure xnomnky Next (Janee).
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Iar 7. 3aBepumienue (Summary)

@ < MiCc36Poyrep2

Fnaedoe MeH AgQMHUCTpaTOpa

CocToRaHKe MacTtep PacwwnpeHHan BeIATH

IMacTep HAacTpoOWKW - CBOAKa

[Bbixoa ]

MoMxanyicTa npoBepbTe CNeayWyH MHppMaumo

[ Ycranoekw WAN ]
Tun VAN
Wma xocta

MAC-aapec poyTepa

OnHanmuyeckuii IP-agpec
ROUTER

00-00-00-00-00-00

[ HacTpoiika GecnpoBoOHOMO NOOKMHHEHWA ]

Wi-Fi Brnwouyeno

SSID MTS3GRouter2
Kanan il

MpoTokon BesonacHoCTK WPA-PSK (TKIP)

l- Bl x0TWTE NOCTYNUTE K TECTUPOBAHWKD CETH?

= Ha3sag |

Jagepwedune »

MPHMEHNTE HACTPOAKN |

Haxxmute knonky «IIpumeHuTh HacTpoiikm» (Apply Settings)
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Hlar 8. IlpumMeHeHne MapaMeTPOB HACTPOMKH /ISl CUCTEMBbI

@ » MIC36PoyTep 2

rmagHoe MeHw AOMHUCTPaTOPA CocToAHWE MacTtep PacliKpeHHas BEIATH

MacTep HAaCcTPOAKN - OKOHYaHWE [Boixon]

BbICTpas HacTpouKa poyTepa 3aBepLueHa.

Bl Mo#eTe HayMHaTE paboTaTk © VIHTepHeT!
HamMuTE KHONKY "TOTOBC”, ANA NPUMEHEHMA HACTRORKM.

MINK BBl MOXETE HaXATe "HaCTPONTE CHOBA™ ANA NPOXOXAEHNA MacTepa HACTPOMKN 3aHOED.

HacTpouTk CHOEA JagepweHne > [oToED |

Haxxwmure kHonky «I'oToBo» (Finish), uToObI BepHYThCSI 00paTHO HA CTPAHUILY COCTOSIHHS.
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3.2. 'naBHoe MmeHro agmuHucrparopa (Administrator’s Main
Menu)

3.2.1. OcHoBHble napameTpbl (Basic Setting)

@ v MIC3G6PoyTep 2

rmaeHoe MeHw AQMHNETPaTOpa CocToAHNE MacTtep PacwipeHHan BEINTH

OcHoBHaA HacTpoiika SMS HHETpYHEHTBI Mepeagpecauyn BeionacHOCTh Mpouee

u [epBHYHAA YCTAHOBK OcHoeaA HaCTpnﬁIﬁ

u DHCP-cepeep

= Wi-Fi = [lepBHYHAA YCTAHOBKA

= ClieHa napona poytepa - BeinonHute KoHdwuryprpoeade [P LAN ¥ epiBepdTe THN WVWAR.

5 DHCP-cepeep
- HACTROAKM BENIOYAKT «MMA X0CTAs, «MACKA NOACETH:, «lUN0Es, DS W KOHDUEALKMA

WIS,

= becnpoBoaHAA CEA3L
- HacTpofky AECNpOEOAHOR CETM NOZEONAKT KOHDMYIMPOEATE NapaMeTbl

KOHBHMRALMKH BECNPOEDOHOR CETH.

= ClieHa napona poytepa

- MozEONAST MEMEHATE NApONe AOCTYNA K pOYTERY.

3.2.1.1 IlepBuunas ycranoBka (Primary Setup)

Tun cetu WAN, BUPTyaJIbHbIe KOMIIBIOTEPbI
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@ " MIC3GPoyTep 2

FnaeHoe MeHw AOMHUCTpaTopa CocToRHUE Macrep PacwupeHHas BLIATH
0 " SMS By bl Bezon: Mpouee

= Nep ¥ Mep! ¥y [ Cnpaeka ]

® DHCP-cepeep 3nemenHt JHaqeHue

B i-Fi ® |P-agpec poyTepa 192.168.123.254

= CmeHa napona poytepa

= |Jacka nogceti LAN 256.2556.255.0

00-00-00-00-00-00

COXPAHUTL | KnoHupoeats MAC-agpec

= [JAC-3gpec poyTepa

¥ Brniounts pe3epeipoeaHie no WaN
= ABTOMATMYECKOE Pe3epRMpOBAHME - .
WHTEpHET kaHana no VAN nopry MW ERD ECINA D OBEDKM

OTKNMKS: |Wu\rw‘.gongle. com

PoyTep aBTOMATMUECKN NEPEKMIDYNTCA C MCNONB3YEMOTe KaHana WAN Ha 3G kaHan, ecnu
OTCYTCTEYET OTKNNK C WAN, 3 33TeM EHCER BEPHET COBOMHEHNE Ha WAN, ecni OTKNNE
GyOeT yCnewHsIM. ANA NPOBEPKN OTKNMKS HCNONb3YETCA YKa3aHHEIN B None agpec.

= Tun ucnonkayenors WAN nopra

@3¢ 3G ceTe MTC

€ Ounammueckuii IP-agpec MenyuuTs IP-agpec 0T NPoBaiiaena aETOMaTHYECKN.
 Cratnueckui IP-agpec Mpoealigep NepeycTynun Bam cTatnyeckiii IP-agpec.
€ PPP yepes Ethermet HekoTopele Npoeaiifdepsl TREGYIOT UCNONLI0EAHNA

ceTesoro npoTokona PPPoE yepea Ethernet ons
NOOKMIGYEHNA K WX YCIyTam.

 PPTP HexaTopsle NpoBalifeps TREBYIOT UCNaNbaceaHKs PPTR
ANA NOAKMKYEHNA K 1 YCIyTan

 L2TP HekoTopsle NpoBaifepsl TPEEYIOT HCNoNb3cEaHMA L2TP
ANA NOAKTIKYEHNA K 1 YCIyTam

€ Ounammueckni IP-agpecc OuHamnyecknii IP-agpec ¢ ynpaeneHnem ceadcom Road

JMPAENEHIEN Ceancon Road Runner Runner npencTaenAet coboi TN NoOKTIOYEHNA K ceTh

WA, NPUMEHAEMBIR B ABCTRAMIN

MpegnoynTensHEN THA ceTi MTC lm
AP linternet mts.ru
PIN-k00 SIM-kapThl l—
Homep nozecHa l’gg#—
IImA nons3oeatena ll'ﬂts—

= Maponk gan

AYTEHTUPUKALNA & spro O PAR € CHAP

= OCHoBHOI DNS 0.0.0.0
= AMBLTEPHATMEHLIN DNG 0.0.0.0

& apte T Bpyunvia

Cnocod NogKNIYEHUA K CET
¥ M EKCHMANEHOE EDEMA NPOCTEA cek.

@ OTHnioveHo

© Mcnonbaoeats Ping

» HTEpEAl

= OCTagarbcA Ha NHHNK K |F‘-3D.I3F-'C|
€ Menonsaceats 3anpoc oTkAnka LCP
b UHTepEAN-oTKNMKa-lcp: 10 CeK

4 omnﬁka—mknmca—lcp'lE paa

= C030aTh MOCT MEXY NOpTamMy ethernet ™ Brniouena

CoxpaHnTte CTMEHNTE BupTyanbHEe KOMOLIGTEREL.. . I

BEPH)TE HACTPOIKM NO-yMONYaHIKD

1. ABromaTrnueckoe pe3depBupoBanue (Auto-Backup): tum WAN Oyner usMeHeH
aBroMatniecku Ha 3G, ecnu nmpoBogHass WAN He QyHKITHOHHPYET.

2. IP-agpec LAN (LAN IP Address): nokanbHblii IP-agpec nanHoro ycrpoiicrsa.
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KommbroTepsl ceTu I0JKHBI Mcnonb3oBaTh [P-ampec ycrpoiictBa B LAN B kauecTBe
ajzipeca OCHOBHOTO NUT03a. [Ipn HE0OXOMUMOCTH €ro MOKHO H3MEHHUTb.

3. MAC-agpec cetu WAN (WAN’s MAC Address): B kauectBe MAC-anpeca mo
yMomgaHuto 0ynet ucnonbzoBadn MAC-anpec ¢pusudeckoro nunrepdeiica WAN poyTepa.

4. KuaonupoBatb MAC-agpec cetu WAN (Clone MAC): sta ¢QyHKIHMS KONMpyeT
MAC-anpec xaptsl Ethernet B mone MAC-agpeca WAN poyTepa. YCTaHOBICHHBIH MO
ymomuannio MAC-aapec He peKOMEHIYeTCsl H3MEHSTh, €CIIM TOJIBKO ATOTO HE TpeOyeT
nocTaBmuK yciyr MaTepHeTa.

5. Tum WAN (WAN Type): tun mnoakmwouyenuss K WAN, wHcnoab3yeMoro
nocraBmukom ycayr Unrepner. Kunomka «KomOunupoBanubiii tim WAN» (WAN
Type Combo) mno03BoJIsIeT BBIOpaTh MPAaBUIIBHBIN THUI U3 CIEAYIOLIMX BApHUAHTOB!

Static IP Address (Crarnuecknii IP-agpec):

[P-anpec WAN (WAN I[P Address), macka moaceru (Subnet Mask), nuro3 (Gateway),
ocHoBHOM (Primary) u momomuutenbHbiii DNS-cepBepsl (Secondary DNS): enter the proper
setting provided by your ISP.

Dynamic IP Address (Ilnnamuuecknii IP-aapec):

B A x0cTa ROUTER (HeORAZaTENEHBIA NAPAMETE)
. WTU 1400

B AETOMATMUECKOE EOCCTAHOENEHHE ¥l Brmiouena

NOAKNKYEHKHA

= OcHOBHOM DS 0.0.0.0

" ANETERHATMEHEIR DMNS 0.0.0.0

1. HWmsa xocra (Host Name): HeoOs3aTenbHBIA MapaMeTp, TpeOyeMblii HEKOTOPBIMU
nocTaBikamu yciryr MaTepHeTa, Hapumep @Home.

2. MakcuManbHBIH pazmep nepenaBaemoro Onoka ganubix (MTU): 3aadenne MTU o6braHO
COO00IIAEeTCs MOB30BATENIO MOCTABIIUKOM yciayT HTepHeTa. Yare Bcero ucnoab3yercs
3Hauenue MTU, paBuoe 1492.

3. ABromMarmueckoe mnepenojkitoueHue (Auto-reconnect): maHHas (QyHKIMS TO3BOJISET
aBTOMaTH4eckn OOHOBIATH [P-azpec Mo WcTeueHWH BPEMEHH apeHJbl, JaXe eclu
CUCTEMa HE HCITOJIb3YETCH.
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PPP uepe3 Ethernet (PPP over Ethernet)

® YyeTHaA zanuce PPPoE

® Maponke FPPOE

L 1492

B OcHoeHOH DNE 0.0.00

= ANBTERHATMEHEIR DMNE n.0.0.0

" MaKCHMANBHOE EPEMA NPOCTOA n3DDﬂDKnmEHcHe:. ABTOMATHMYECKOR BOCCTAHOBMNEHME

= AmA cnykfel PRPOE (HeofAZaTENLHEIA NapaMeTp)
" HazHaueHHe IP-aapec 0.0.0.0 {HeofAzaTeNEHEIA NapaMeTp)

Vyernas 3anuch u naponb PPPoE (PPPoE Account and Password): ydernas 3anuch u
napoJib, Ha3HAYCHHbBIE TTOCTAaBIIUKOM yciyr MHTepHera. B nemnsix 6e3omacHocTr JaHHOE
nojie otoOpaskaercs mycTbiM. Eciau maponb U3MEHSTh He TpeOyeTcsi, OCTaBbTE IOJIE
MyCTBIM.

MaxkcumansHoe Bpemst nipoctosi (Maximum Idle Time): Bpemsi Ge3aelicTBUSI CHCTEMBI
no otkimoueHust ceanca PPPoE. VYcranoBute s mgaHHOTO mapaMmeTrpa HyJIEBOE
3HAYCHWE WJIM BKJIIOYUTE AaBTOMATHYECKOEC BOCCTAHOBICHHE TOIKIIOUCHUS IS
OTKJIFOUYCHUS TAHHOU (DYHKITHH.

ABTOMAaTHYEeCKOE BOCCTAHOBJICHHE TOAKIIOYeHUs (Bcerma BKkIL) (Auto Reconnect
(Always-on)) ycTpoHCTBO OyIeT CBsI3aHO C IMOCTABIIMKOM yCiIyr MIHTepHeTa Bce BpeMs,
MIOKA YCTAHOBJIEHO COEIMHEHHE.

Nwms ciry:x661 PPPOE (PPPOE Service Name): HeobOs3arenbHbIi mapamerp. BBeaute nmst
ciyx0bl, ecin ero TpeOyer mocrtaBmMK yciayr Hurtephnera. B mpoTuBHOM cityuae
OCTaBBTE TOJIE ITyCTHIM

Maxkcumaneueiii pazmep mnakera (Maximum Transmission Unit (MTU)): muorme
MOCTABIIMKU ycIyr MHTepHEeTa MO3BOJIAIOT IMOJB30BATENI0 3ahaBaTh 3HaueHue MTU.
Haubonee pacnpoctpanennoe 3Hadenne MTU — 1492,

JAunnamuveckuii IP-angpec Road Runner

1.

" YyeTHAA 3aNKUCE

= [aponke

= Cepeep X003 (HEOBASATENEHEIR NapamMeTh)

VYuernas 3anuch (Account) u nmapons (Password): ydeTHas 3anmuch u napoJib,
Ha3HauYCHHbBIC TIOCTABIIUKOM yciuyr HTepHeTa.
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PPTP

= |AmMA TaHHENA

B |P-gApec cepEEpA

= hiol IP-aapec () MNonyauTe IP-agpec c DHCP-cepeepa
(® Menone30BaTe cTATHYECEMA IP-a3dpec

IF 0.0.00

Macka nogreTy (2552552550

Wnkoz 0.0.0.0
® YyeTHaA zanuck PFTR
= Mapone PFTP
= WaKcHMansHOE BREMA NPOCTOA 300 LK.

1. B mepByto ouepenp nMpoBepbTe HACTPOUKHU MOCTaBIIMKa yciayr MHTepHeTa u BeIOepUTe
«Crarnueckuit [P-ampec» (Static [P Address) wmm «/Iunamuyeckuii [P-ampecy»
(Dynamic 1P Address). Ilpumep. BBeaute cratmueckuit yactHwid [P-ampec, macky
MOZICETH U IIIJTI03, HA3HAYeHHBIE IIOCTABIUKOM ycIyT MHTepHeTa.

2. IP-anmpec cepsepa (Server IP Address): IP-anpec PPTP-cepsepa.

VYyernas 3anuce u naposib PPTP (PPTP Account and Password): y4detHas 3anuchk u
MapoJib, Ha3HAYEHHBbIE MOCTaBIIUMKOM yciuyr Murepnera. Ecnu mapons uW3MeHSATH He
TpeOyeTcs, OCTaBbTE MOJIE MyCTHIM.

4.  Maxkcumanbaoe Bpems mpoctos (Maximum Idle Time): Bpemst Oe3meHCTBUS CHCTEMBI
no orkimoyeHus ceanca PPTP. Beeagure HyneBoe 3HaueHHME WM 3aJCUCTBYMUTE
aBTOMaTH4eCKOe BoccTaHOBIeHHE moakiaroueHus (Bcerma Bk (Always-on)), uToObI
OTKJIFOUUTh 3Ty (yHkumio. Eciu 3aaelicTBOBaHO aBTOMaTHMYECKOE€ BOCCTAHOBJIEHUE
noaxitoueHust (Bcerma Bki. (Always-on)), 3To ycTpoiicTBO OyaeT aBTOMaTH4eCcKd
MOAKIIIOYAThCs K MOCTaBUIMKY yciyr MHTepHeTa mocie mepesarpy3kd CUCTEMBbl WIIH
pa3pbiBa COEAMHEHUSI.

5. Bribop pexxuma noaxmodenus (Connection mode selection): MOXKHO BBIOpaTh O/IMH U3
JIBYX PEXXHUMOB:

[Toaxmouenue no TpedoBanuto (Connect-on-demand): ycTpoiicTBO OyneT CBA3BIBATHCS
C TIOCTABUIMKOM yciIyT HTepHeTa MPH OTCHUIKE KIIMEHTOM HCXOJSIINX MTaKETOB.
Bcerna BKJI. (Always-on): ycTpoHCTBO OyaeT CBS3aHO C IOCTaBIIMKOM YCIYyT
HuTepHera Bce BpeMsi, IOKa YCTAaHOBIECHO COSTUHEHHUE.
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L2TP
" |AMA TOHHENA
B |P-gopec CEpEERA
" Moi IP-agpec ) NMampaute IP-agpec ¢ DHCP-cepeeps
(%) McnonezoeaTe cTaTMYeCKKA IP-adpee
IF nooao
Macka nodceTd  |255.255.255.0
Lnwoz 0.0.0.0
" YyeTHaA zandce LITF
" Maponk L2TF
B MakcMMansHoE BREMA NPOCTOA 300 LK.
" Hulfiop pexumMa NogEnndeHsa O Brerna exn. ® MogknKJeHKe No TReGOEaHKMK
1. B mepByro ouepenb mpoBephTe HACTPOUKH MOCTaBIIMKA ycIyT MHTEepHETa U BRIOEpHTE

«Crarnueckuit [P-agpec» (Static IP Address) wmm «/lunamumueckuii [P-ampecy»
(Dynamic IP Address). Ilpumep. BBemute cratmueckuii wactHwiii [P-ampec, macky
MOJICETH U IIIJTI03, HA3HAYCHHbIE HHTEPHET-TIPOBANIEPOM.

2. IP-anpec cepsepa (Server IP Address): IP-anpec L2TP-cepsepa.
VYyernas 3anuchk u naponb PPTP (PPTP Account and Password): y4yetHas 3amuchk u
napoJib, Ha3HaueHHbIE MOCTaBIIMKOM ycinyr Wutepuera. Eciau maponb uM3MeHATH He
TpeOyeTcsi, OCTAaBBTE IMOJIE IMTyCTHIM.

4. MakcumansHoe Bpems npoctost (Maximum Idle Time): Bpemsi 6e3nelicTBHSI CHCTEMBI
1o otkimrodenus ceanca L2TP. YeranoBure /i JTaHHOTO apaMeTpa HYJIeBOE 3HAYCHUE
WIM BKJIIOYHTE aBTOMAaTUYECKOE BOCCTAHOBICHHME NoxakIoueHus (Bcerma BKII.
(Always-on)) nist oTkiIroueHus: JaHHOW (QyHKmH. [Ipy BKIIFOUEHUH aBTOMATHYECKOTO
BoccTraHoBieHHsT — momkimtodeHuss  (Bcerma Bk, (Always-on))  ycTpoicTBO
aBTOMATUYECKH IMOJKIIOUUTCS K MOCTAaBUIMKY yciyr MHTepHeTa mocne mepesamycka
CUCTEMBI WJIM pa3pblBa COCAMHEHUSI.

5. Br16op pexuma noaximodenus (Connection mode selection): MOXHO BBIOpaTh OJMH M3
JIBYX PEKHUMOB:
[Moaxmouenue no TpedoBanuio (Connect-on-demand): ycTpoilcTBO OyneT CBSI3bIBATHCS
C MOCTABUIMKOM yciIyT IHTepHeTa MpH OTChUIKE KIIMEHTOM HUCXOJSIINX ITaKETOB.
ABTOMaTH4YecKkoe BoccTaHOBIeHHe mnoakmodeHus (Bcerma Bri.  (Always-on)):
yCTpOMcTBO OyleT CBA3aHO C IOCTaBIIMKOM yciyr HHTepHera Bce Bpems, IOKa
YCTaHOBJICHO COEIMHEHHE.

CtpaHuua 36 u3 90



MTC 3G Poytep 2 — MTC CTG111 PykoBoACTBO nonb3oBaTens

3G-uHTepHeTeH

= [peanoynTensHLIR THA ceTh MTC ABTOOMpEfeneHie =
m APN |intemel.mts.ru
= PIn-kog SIM-kapTel
= Homep go2e0Ha *99#
" MA noneacearens mis
® Maponb 200
B ATEHTHGNKALNA & sgrg CPAP € CHAP
= OcHoeHoi DNS 0.0.0.0
= AneTepHaTHEHEI DNG 0.0.00
@ 1o € Bpyuryio
= Cnocod NomKnueHHA K CeTh oo
u * MakcumansHoe epema npocton 300 cek.
© OTkioueHo
' Wenoneaoeats Fing
» WHTepean|sl cek.
= (CTaBaTbCA Ha NHHAK L3 \F‘-anpec.l
' Menonkaoeats 3anpoc oTknuka LCP
b uHTepean-oTknuka-lcp| 10 CEK
b owmBka-oTkMKa-lcp2 pa3
® Cpafate MOCT MeXay nopTamu ethernet I Brnioyeno

COXpaHNTE OTMEHNTE BupTyaneHEIE KOMIABITERE I

BepHYTL HACTPOMKH NO-YMONYaHI

Jlst monkirodenust K iobanpHOU cet THHa 3G. [Tomss WAN MoryT ObITh He0OsS3aTeIbHBIMA
JUI TAaHHOTO TOAKItoYeHUs. CBEIeHHUsST Ha ITOW CTpaHUIle OyIyT HMCIOIB30BATHCS TOJBKO,
eciu mocTaBiuK yciayr MatepHera Oynet TpeboBarh BBOA MMeHH mosib3oBarens (User Name)
u napons (Password) mis nogxrouenus k cetu 3G.

I[OHOJ'IHI/ITCJ'IBHBIC CBCACHUA CM. B JOKYMCHTAIIUU WUJIK Y TOCTAaBIIMKa YCIIYT.

1.

[Ipennoururensubiii Tun yciayru (Prefer Service Type): MoxxHO BBIOpaTth OOUH U3 5
pexxuMoB: ABromarnueckuid (Auto Mode), [Ipenqnoururensusiii pexkxum 3G (3G Prefer
Mode), Pexxum ncnonbzoBanust To16K0 3G (3G Only Mode), Pexum nepBoHadaibHOTO
ucnonb3oBanus 2G (2G First Mode), Pexxum ucnonp3oBanus toneko 2G (2G only
Mode).

Nwms Toukn noctyna (APN): BBenute 3nece APN ncnons3yemoit SIM-kapThl.

PIN-kox (Pin Code): BBegute PIN-kozm cBoeit SIM-kapThr

Howmep no3sona (Dial-Number): 310 mosne He ciemyeT U3MeHSATh, €CIIU TOJIBKO 3TOTO He
TpeOyeT MOCTaBUINK YCIYT.

Nms nonb3oBarens (User Name): BBenuTe HOBOE M4 nosib3oBarens At PC-kapThl.
[Tapons (Password): BBenuTe HOBBIM naposns g PC-kapTsl.

OcnoBuo#t DNS (Primary DNS): sta ¢yHK1us M0o3BOIsSET HA3HAYATH OCHOBHOM CEepBeEp
DNS (Primary DNS Server) (Heo0s13aTeNbHBII TapameTp)

AnsrepratuBHbld  DNS (Secondary DNS): sta QyHKIMS M03BONISET Ha3HAYaTh
anerepHaTuBHBIA DNS-cepBep (Secondary DNS Server) (HeoOsi3aTenbHbIi mapamerp).
ABTOMaTHYECKOE BOCCTaHOBIIEHHE TMOMKIOYeHUsS (Auto-reconnect): MOXKHO BBIOpATh
OJIUH U3 JIBYX PEKUMOB:

ABromarnyeckuii (Auto): yCcTpoHCTBO OyIeT MOIKIIOYAThCS K MOCTABIIUKY YCIYT
WuTepHeTa npu OTHpaBKe UCXOAAIIUX MAKETOB KJIMSHTAMHU.
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3.2.1.2

10.

11.

12.

Pyunoii  (Manual):Bpyunyto (Manually):ycTpoiicTBo He OyaeT  BBINIOJHATH
MOJKITIOUEHHE, TIOKa He Oy/IeT Ha)kaTa KHOTIKA MOJIKITIOUSHHS Ha CTPAHUIIE COCTOSTHHUSL.
MakcumansHoe Bpems mnpoctos (Maximum Idle Time): noakmtouenue Oymer
pa30pBaHO MO0 UCTEYCHUH BPEMEHH IPOCTOSI.

[Monnepxxka cBsas3u (Keep Alive):M0xkHO BBIOpATh OJTUH U3 TPEX PEKUMOB:

Beikmtounts (Disable), Ucnons3oBars Ping (Use Ping), Mcnonbs3oBars 3anpoc OTKINKA
LCP (Use LCP Echo Request).

Cosznanue Mocra Mexay nByms nopramu ethernet (Bridge two ethernet ports): coznanue
MoOCTa Mex1y moproM npoBoaHoi cetn WAN u GecipoBoanoit cetbio 3G WAN.

BupryajbHble KOMIIBIOTEPHI

Toabko st cetn WAN co cratndecknMu U fuHamn4yeckumu [P-agpecamu

@ »c MIC36PoyTep2 =

FnasHee MeHw AQMHMCTRATORA Cocronnne MacTep PacwnpeHHas BEIHTH
Ocriosan Hactpoiika  SMS  MWcTpymewTs!  Mepeagpecaymn  Besonackocts  Mpouee
® BupTyanbHblil cEpEER BUpTYarikHbIi cepaep [CnpaBka ]
R TOL iR e PacnpocTpaHeHHsie cyxGsl W KU””DUJ_IEE"E' SN0 |-
= Mpouee Hactpoiika pacnicanuii | —BCEMIAHA— =
WnexTuchukaTop| B N
Moptsl cnyxd IP-appec cepaepa BrniovyeHoHacTpoKKa pacnncaHnig
(M
1 192.168.123) : r .
2 192.168.123) : r .
3 192.168.123) : r |
4 192168 123 : r IU_
5 192 168 123 : r ID_
& l— 19215&123|_-|_ - ID_
7 192.168.123) : r I
8 192.168.123) : r .
9 192.168.123) : r .
10 192.168.123) : r .
" 192168 123 : r IU_
12 192168 123 : r IU_
CoxpaHnTe OTMEHHTE

Hactpoiika BHPTyaJIbHOTO KOMIIBIOTEpA TMO3BOJSET UCMHONB30BaTh (GyHKIHIO NAT wu

YCTaHaBJIMBATb OAHO3HAYHOC COOTBCTCTBUC HCCKOJIBKHUX III00AaJIbHBIX IP-aI[peCOB u

JIoKalbHBIX [P-aapecos.

1.

I'moGanbubiii [P-anpec (Global IP): BBemute mobanmeHbil [P-agpec, HasHadeHHBIN
MOCTaBIIKUKOM ycnyT MHTepHera.

Jlokanenbrii [P-anpec (Local IP): BBemute nokanbHbIM [P-ampec kommberoTepa B
nokanbHOU cetn LAN, cooTBeTCTBYIOmMM I100asHOMy [P-ampecy.

Bxitoueno (Enable):  ycranoBute (Quaxkok, dYTOOBI 3aeHCTBOBaTh  (DYHKIIHIO
BHUPTYaJIbHOTO KOMITBIOTEPA.
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3.2.1.3 Cepsep DHCP (DHCP Server)

@ »c MTC 3G PoyTep 2
MnaeHoe MeHw AOMHHUCTpaTOpa CocToAHNE Mactep PacwmnpeHHan BeIiTH
OcHoeHaa Hactponka SMS HHeTpyeHTbI Mepeanpecaupyn BeionacHocTh Mpouee
u [lepBH4HAA YCTAHOBKA DHCP-cepeep [ Cnpaeka ]
= DHCP-cepBep IneneHT Hactpoiika
= Wi-Fi

m CrMeHa napona poyrepa = BpemA apeHdel 1440 Breroa

= DHCP-cepeep O orenioueno @ Brnioueno

B HauankeHel agpet IP-myma a0

= KoHeuHER agpec IP-mna 199

= |AmA qOMEHE

COXpaHNTE [ COTMEHWTE |[ AononHATENEHD |[ CNWCOK KNHEHTOR

[ DUKCHPOBAHHOR OTOOPaHEHHE ]

Haxxmute kHonKy «/lonmoaHuTenbHo>>» (More>>),

1.

DHCP-ceppep (DHCP Server): Bribepure «Otkiaoueno» (Disable) wnn
«Bxawueno» (Enable).

Bpems apenas! (Lease Time): Bpems apennsl DHCP nns kmuentra DHCP

Havanbubiii agpec IP-nyna/ Koneunsiii agpec IP-nmysa (IP Pool Starting/Ending
Address): npu Bo3HHMKHOBeHHMM 3amnpoca, DHCP-cepBep aBTOMaTHuecku Ha3Hadaer
KOMIIBIOTEPY, C KOTOpOro IpHIIeN 3ampoc, Heucnoabdyemsli IP-ampec u3 myna
[P-anpecoB. HeoOxoaumo yka3aTh HauadbHBIM U KOHEUHBIH aapeca myna [P-agpecos.
HNma nomena (Domain Name): HeoOs3aTenbHBIA TapaMmeTp, JaHHas WHOOpMarus
OyzeT oTrnpaBieHa KIHEHTY.

OcHoBHoli/AnbTepHatuBHblii.  DNS-cepBep (Primary DNS/Secondary DNS):
HeoOs3aTeNbHBIN MapameTp, JaHHas (yHKIUS M03BoJsieT Ha3HauuTh DNS-cepBepsl
OcHoBHoli/AnbTepHatuBHblii. WINS-cepBep (Primary WINS/Secondary WINS):
HeoO0s3aTeNbHbIN MapaMmeTp, faHHas QyHKIUA mo3BossieT Ha3HauuTh WINS-cepBepsl
Gateway: HeoOs3aTenbHbIM MapaMeTp, aJpecoM MuI03a JobkeH ObiTh [P-agpec
aIbTEPHATHBHOTO 1ILTIO3A.

Jannas QyHKIUS MO3BOJISET HA3HAUUTH ISl KOMIBIOTEpA APYTOH UTI03 B CIyYae, eciu
DHCP-cepsep npeiaraer komnstotepy [P-anpec.

Cnucok kaueHToB (Client List):cm. crnenytonryro crpanuiry, «CHHCOK KIUEHTOB
DHCP» (DHCP Client List).

®uxcupopannoe coorBercrBue (Fixed Mapping): cM. crtpanuny «YmnpaieHue
MAC-anpecom» (MAC Address Control).
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[Tocne 3aBepmienus BeIOOpa
HaxMuTe KHONKY «CoxpaHuTh» (Save) mjii COXpaHEHUs CJEJaHHbIX W3MEHEHUW, WIM KHOIKY

«OtMenuTs» (Undo) 111 OTMEHBI.

Cnucok kaunenrtoB DHCP

@ v MIC36PoyTep 2
nagHoe MeHw AgQMHUCTRaTOpa CocroAHNe MacTep PacwnpeHHan BeliTH
OcHoBHan Hactpoika  SMS  Huerpymentel  Mepeappecaupn  BeionacHocte  Mpouee
u [lepBHYHAR YCTAHOBKA Cnucok knueHtoe DHCP
u DHCP-cepeep IP-anpec ‘ HuA XocTa ‘ MAC-anpec BhiGpath
u Wi-Fi
| MpobyekneHne ]| Hazan ]| OBHOEWTE

= CHEHA Napona poyTepa

Ha s1oii crpanuiie orobpakaercs ciimcok kiarentoB DHCP-cepsepa MTC 3G Poyrepa 2.

3anyctuth (Wake up): BeIOepuTe KOMIBIOTEP U HAKMHUTE 3TY KHOIIKY, YTOOBI 3aIlyCTHTh

KOMITBIOTED.

Haxwmure xkHonky Back (Ha3ax), uroOb1 BepHyThCs Ha ctpanuily DHCP-cepsepa. Haxxmure kHONKyY
Refresh (O0HOBHTB), 4TOOBI OOHOBUTH ATy CTPAHHUILY.
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3.2.14 Wi-Fi

@ »c MIC36Poyrep2
rnmaeHoe MeHw AGMHNCTRpaTOPA CocroAHNe MacTep PacwipeHHan BbIiTH
(OcHoBHaa Hactposka SMS HHeTpyMEHTBI Nepeagpecaumn BeionacHoCTh Mpouece

= [epBHYHAl YETAHOBKA Hactpoiika Wi-Fi [ Cnpaska |

= DHCP-cepeep AnemeHT Hacrpoiika

= Wi-Fi ®yi-Fi © Brriouero O omkniouero

IR G = Tlogne ek Wihih O Brrouens @ OmknioueHo

m 55D MTS3GRouter2

= KaHan " »

WPAPSK  w

MpoTokon BezonacHocTH

B TUN WHHPOBaHKUA @TrIP OAES

= JAWMTHEIA KoY rts-router

| CoxpaHWTE ]| COTMEHHTE ]| Hactpolika WDS ]| WITAHOEKS WPS. .

[ CMNUCOK KNMEHTOR BECNPOROOHLN CETEA .. ]

[TapameTpsl OGecnipOBOHON CETH TMO3BOJISIIOT HACTPOUTH KOHQUTYpAIUIOo OeCIpOBOIHON

CCTH.

1.

Wi-Fi: Ilo ymonuanuro ycmanosneno snauenue Enable (Briawoueno). [Ipu BeiOOpe 3TOr0
napameTpa MO>KHO OyJleT 3a/1aTh ITapaMeTpbl HACTPOWKH OECTIPOBOIHON TOYKH JOCTyIa
(Wireless Access Point (WAP)).

Hoanep:xxkxka WMM (WMM Capable): no ymonuanuio ycmanoeneno snauenue Disable
(Orkimounts). Crucrema kauectBa obcmykuBanust WMM® nipeacrasiser co0oit Habop
bynkuuid s cereit Wi-Fi, ymydmaromux paboTy ayamo-, BHIEO- W TOJOCOBBIX
MPUIIOKEHHH MTyTeM YCTaHOBKU MPUOPUTETA MMOTOKOB JIAHHBIX.

SSID: SSID — 3T0 wMs, Ha3HauYe€HHOE /Ui KOHKPETHOW 00JacTH OecrpoBOIHOM
nokanbHOU cetn (WLAN). 3aBoackoil Hactpoiikoil mynsa SSID sBaseTcss HacTpolka
«MTC 3G Poyrep 2». SSID MOXHO JI€rKO HM3MEHHUThb JJIsi OpraHu3alMd HOBOM
oecripoBoiHoit  ceru. (Ilpumeuanwe: Haspamms SSID wmoryt comepxkath 10 32
ASCII-cuMBOIIOB. ).

Kanan (Channel) 3nauenune mo ymomvanuio: «4eémo» (Auto). YcrpoiicTBa B CETH
JOJDKHBI COBMECTHO HCIOJIB30BaTh ONWH U TOT ke KaHail. (Ilpumedanme: Anantepsl
0OecTpOBOAHONW CETH aBTOMATHUYECKU U 1oaOuparoT

CKaHUPYIOT napameTpbl

6CCHp0BOI[HOI7I cetu. Taxxe MOXKHO BLI6paTB JKeIaeMbIi KaHa JJIs I/ICHOJIBSOBaHI/I}I.)

be3onacHoctsb (Security): MOXHO BBIOpaTh HECKOJIBKO THIIOB Oe3omacHocTH: Hert
(None), WEP, 802.1X, WPA-PSK, WPA, WPA2PSK, WPA2.
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6. IlapoJab:mts-router
IIpumeyanue: YCTpoiCTBO UCTIONIB3YET HACTPOIiKU Oe3zonacHocTH cetu Wi-Fi.

WEP:
Ecmu Gyner Bimroyeno mmdposanue kaouom WEP 128 unu 64 Out, BeIOEpUTE OAMH KITIOY
WEP u BBenute 26 wim 10 mectnaamarepuunsix (0, 1, 2...8, 9, A, B...F) 3nakos.

802.1X

Uto6ms1 BmrounTh GyHkimio 802.1X, ycranoBure drnaxkok. Ecnu Bimrouena gynkmmst 802.1X,

nepej TeM, KaK HUCIOIb30BaTh CETh, IMOJb30BATENb JODKEH CHAdala MPOUTH TPOBEPKY

HOJJIMHHOCTH Ha 3TOM POyTepe.

1. IP-agpec cepsepa RADIUS (RADIUS Server IP): [P-anpec unu 1oMeHHOE UMS cepBepa
802.1X.

2. Tloptr RADIUS (RADIUS port):no ymonyanuto ucnosb3yercs nopt 1812.

3. OOmmit xmou RADIUS (RADIUS Shared Key): kiarod, HCIONB3yeMbIil cepBEpOM
RADIUS u 3tuM poyTepoM.ITO 3HaY€HHE COOTBETCTBYET Kitouy cepepa RADIUS.

WPA-PSK

1. Bribepure tun mmdposanus TKIP nim AES

2. Wpentudukamumonnas ¢pasa (Passphrase): amuHa kiitoya coctaBisieT oT 8 10 63 3HAKOB.
3.  Bseawute xitou, Hanpumep 12345678.

WPA
s Bromrouenust ¢yHkimun WPA ucnonbssyercst ¢gmaxok. Ecnm BrimodeHa dynkius WPA,
nepea TeM, Kak HcIoib30oBathk ceTb U cepep RADIUS, nonb3oBarens JOMKEH CHaudaida
IPONTH MPOBEPKY MOJIMHHOCTH Ha 3TOM poyTepe.
1. [IP-anmpec unm nomennoe ums cepeepa 802.1X (IP address or the 802.1X server’s
domain-name).
Bri6epute Tan mudposanus u BBenute IP-aapec, moprt, odumii kiou cepepa RADIUS.
3. 3nauenue kimoda, ucnosnbdyemoe RADIUS-cepepom u manHbIM poytepom. [laHHOE
3HaYEHUE KJIK0Ya COOTBETCTBYET 3HaueHuIo Kitoya RADIUS-cepsepa.

WPA2-PSK

1. Bwibepute Tun mmdposanus TKIP nin AES.

2. Wnentudukanuonnas ¢pasa (Passphrase): qmmHa kiiroya cocTaisieT OT 8 10 63 3HAKOB.
3. Bgeawure oy, Hanpumep 12345678.

WPA2
UYro6s! BrmounTh pynkunio WPA2, ycranosute ¢unaxok. Ecnu Bkimtouena gyHkius WPA2,
nepea TeM, Kak HCIoiib3oBarh ceTh W cepBep RADIUS, monb3oBarens JOJKEH cHavaia
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MIPOMTH NMPOBEPKY MOUIMHHOCTH HA 3TOM POYyTEpE.

1. IP-ampec umm momennoe umsi cepepa 802.1X (IP address or the 802.1X server’s
domain-name).

2.  BwiGepure Tun mudposanus u BBeaure [P-agpec, nopt, o0mmit kitou cepsepa RADIUS.

3. Kurou, ucnonb3yemsiii cepepom RADIUS wu stuM poyrepoM. DTO 3HaueHue
COOTBETCTBYET Kitouy cepBepa RADIUS.

I[TapameTpsl HacTpoiiku cucTeMbl 6ecipoBoaHOro pacnpeaeiaenus (WDS Setting)

Crangaprom IEEE802.11 onpenenena BO3MOKHOCTb pabOTHI CHCTEMBI OECTIPOBOAHOTO PACIIPEICIICHUS
(WDS). IIpu ucnonb3oBanun WDS B0O3MOXHO OeCTIpOBOIHBIM CLIOCOOOM COEAMHHUTH TOUKH JIOCTYTIA H,
TaKuM 00pa3oM, pacIIupUTh OECTIPOBOIHYIO HH(PPACTPYKTYPY B MECTax, I7e pa3BEepHYTh KaOeIbHYIO
CeTh HEBO3MOXKHO MJIHM 3TO HEI(PPEKTUBHO.

@ "¢ MIC36PoyTep 2
FnaBHoe MeHw AQMHICTPaTOpa CocToAHNe MacTep PacwiipeHHan Belitn
OcHoBHAA HacTposika SMS HHeTpYHEHTEI Mepean| Ly EBe Thb Mpoyee
u [epBHYHAN YETAHOBKA Hactpoiika WDS [ Cnpaeka ]
= DHCP-cepeep INeMeHT Hacipoiika
u Wi-Fi b BecnpoBogHaA OpraH|uzanMa MocToe @ omermoueno O BrnodeHn
m CHeHa napona poyrepa [T

¥ MAC-apec vaneHHol Taukw goctyna 1A2F34750
1

MAC 1720340506 2

MAC 1720345576 2

MAC 1720345508 4

MAC 1/2/345506 5

MAC /20345506 B

MAC-20pEC CKAHMPOBAIHHOR TOHKW 40CTYNA  BbIBRMTE 00MH ~ [ Konupoeate B

MAC-30peC YAANEHHOA TOYKW QOCTYNE |- %

SSIiD Kanan MAC-anpec
amit0z 1 00-1F-C6-40-07-00
Sales_MAS 4 00-50-18-21-02-29

COXpaHUTE ]| OTMEHWTE ]| CHEAHWPOBATE TOUKY OOCTYNE
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WPS (Hacrpoiika napamerpos 3amutsl Wi-Fi) (HEOBSI3ATEJIbHBINA IIAPAMETP)
WPS sBasercs ycranoBkod mapameTpoB 3aummrtel Wi-Fi, kotopeie anamormuyasl WCN-NET u
MIPEIOCTABISAIOT OO0 O6€30MacHbIN 1 MPOCTON CIIOCO0 /It OECTIPOBOTHOTO COSTMHEHUS.

@ » MIC36PoyTep 2

maeHoe MeH AgMHNCTpaTOpa CocToAHNE MacTep PacwnpeHHaa BhINTH

OcHoBHaa Hactpoika SMS HHETpYHMEeHThI Mepeagpecaumn BeionacHocTb Mpovee

u [epBHUHAA YCTAHOBKA YcTaHoBKa 3awmweHHo i Wi-Fi

= DHCP-cepeep InexeHt Hacripoika
OV = ANPS O Brniouero @ Omreniouenn

m CrieHa Napona poyTepa = AP PIN 11228887

® Poyum KOHOMypHpoeaHua | | Redistrar &

|
COoCTOAHKE HekoHgmrypnupoBaHo

KOHDMIYPMPOEEHMA

® MeTam koHbUrpMpoeanua | | PIN Code  v| 00000000

= CocToAHMe WP S NOUSED

COXpaHUTE H Tpurrep H OTmEHa

Cnmcok kimeHToB OecnipoBoaHbIX ceTeil (Wireless Client List)
3neck 0TOOpaXkaeTCs CIIMCOK KIIMEHTOB OECIPOBOIHBIX CETEH.

@ »c M1C 36 Poyrep 2

MaeHoe MeHo AgMHICTpaTOpa CocToAHNE MacTep PacwnpeHHan BbIiiTH

OcHoBHaa Hactpoika SMS HHETpYHMEeHThI Mepeagpecaumn BeionacHocTb Mpovee

u MepBHiHAA VETAHOBKD CNHCOK KNHEHTOB BecnPoBOaHbIX CeTei

u DHCP-cepBep IP-anpec ‘ MAC-anpec
Wi-Fi

= | Hazan || ofHosus

= CLieHa napona poytepa
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3.2.1.5 Cwmena napoJs (Change Password)

@ v MIC3G6PoyTep2

rnagHoe MeH AQMHIICTpaTOpa CocToAHHe MacTep PacwipeHHas BEINTH

OcHoBHaA HacTpoiika SMS HHETpYHEHTBI Mepeagpecaummn EBesionacHOCTh Mpouee

u [epBHYHAA YCTAHOBKA CueHa napona
u DHCP-cepeep IneneHt Hacipoiika
u Wi-Fi = CTapklil naponk sssssssssens

u CHEHA Napona poyTepa ® Hogwid napons

" TOBTORHOE NOATEE MKASHME

COXpaHHTE H OTMEHHTE ]

B naHHOM OKHE MOXXHO M3MEHHUTH Mapoyib. B 1ensx 0e30MacHOCTH HACTOSATEIbHO PEKOMEHIYeTCs
W3MEHUTD MapOJb CUCTEMBI.

Haxmvure kHoniky «CoxpaHuTh» (Save) Ijisi cOXpaHeHUs] CAeJAHHBIX U3MEHEeHUil, WM KHOIKY
«OtMmenuTtb» (Undo) 111 0TMEHBI.
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3.2.2.Nepeapnpecaummn (Forwarding Rules)

@ »c M1C36Poyrep?2

rnaexoe MeHio AOMHHCTRaTOpa CocTosH1e

MacTep PacuwnpesHan BEIATH

OcHoBHaR HacTpoiika  SMS

Mpoyee

= BupryansHii cepsep
" Ocobble NPHNOMEHAR

= Mpovee

Mpaeuna Mepeagpecauwn

= BupTyantHbIi CEpEEP
- Mo3aeonAeT 4pyrMM NONbACBATENAM NONYYUTE AOCTYR K WY

V, FTP n gpyrium crywGam B
gawen LAN

® CneuWansHsIe NPUNoKeHHA
- 37Ta HaCTPoKa NO3BONAET HEKOTOPEIM NPUNOXEHNANM NOJKNI0YATECA U padoTate ¢
MAT-payTepam

® Mpoyee
- |P-agpecxocta DMZ: MozecnAeT enone30eate MK E pexumMe HEOrpaHUYEHHOTD

ABYCTOPOHHETD 06MEHE AaHHLIMI, TTOMHUTE, YTO 3T3 BYHKUWA [OMKHE MCNONL30EATLCA

TOMLKD NPH HEOEXCAMMOCTA
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3.2.2.1

Jnst 3amuThl MHTpaHET-CeTH OpaHmMaydsp mpeoOpa3zoBaHusi ceTeBbix anpecoB (NAT) nanHoro
YCTPONCTBA OT(HIBTPOBHIBAET HEPACIO3HAHHBIE MAKEeThl, TAK YTO BCE XOCTHI 32 3THM YCTPOHCTBOM
HEBUJMMBI JJIi BHEIIHEr0 Mupa. lIpu KemaHMM MOXHO OTKPBITh JOCTYI K HEKOTOPBIM W3 HUX,

Bupryaasnslii cepBep (Virtual Server)

@ ¢ MiC36Poyrep 2

maeHoe MeHlo AQMHIICTpaTopa

CocToAHNE

MacTtep

PaclulpeHHas

PyCCEMA

BhIiiTH

n

=]
L]

Mpouee

= BUPTYanbHeI cepeep
u (cobble NPUAGKEHUS

u Mpouee

BHpTyantHslii cepeep

[ Cnpaeka ]

MpABMND SHENETYE P ALK

FacnpocTpaHeHHele cny#iel | BEIGEMTE OOMH [ Konupoeate e |ID |-

—BCEMIA HA—-

Mo eHTHpHKaTOP
MopTbl cRyxo
(ID}

IP-anpec cepeepa

n

BroveHo

AHCNer

192.168.123)

192.168.123)

192.168.123)

192.168.123)

192.168.123)

192.168.123)

192.168.123)

192.168.123)

192.168.123)

192.168.123)

192.168.123)

192.168.123)

OO O

[ COXpaHnTE |[ OTMEHHTE |

BKJIIOYMB OTOOpaKeHNE BUPTYaJIHLHOTO CEpBEpa.

BupTtyanbHblil cepBep omnpeaensieTcsl Kak cepBHCHBIN mopt (Service Port), u Bce 3ampockl K JaHHOMY
NOpPTY NEpEHANpaBISIIOTCS HAa KOMIIbIOTEp C ykazaHHeIM [P-anpecom cepsepa (Server IP).
Buptyaneneiii cepep MoxeT pabotare ¢ mpaBwiamu aucnerdepusanuu (Scheduling Rules), uto
obecrieunBaeT OONBITYI0 THOKOCTH ympaBieHus pgoctynoMm (Access control). JlomomHUTETBHBIC

CBCIACHU: CM. B IIpaBUWJIaX NUCHICTUCPpU3ALINN.

CtpaHuua 47 us 90



MTC 3G Poytep 2 — MTC CTG111 PykoBoACTBO nonb3oBaTens

Hampumep, ecnu umeercs FTP-cepsep (mopt 21) no agpecy 192.168.123.1, uatepuer-cepsep (mopt 80)
no agpecy 192.168.123.2 u VPN-cepsep mo agpecy 192.168.123.6, HeoOX0aMMO yKa3aTh CIEIYIONIYIO
TabnMIly 0TOOpaXKeHus cepBepa:

CepBucHBII [P-anpec cepBepa|BxmtoueHo
opT (Server IP) (Enable)
21 192.168.123.1 v

80 192.168.123.2 v

1723 192.168.123.6 v

Ha:xxmure kHonky «CoxpaHuTh» (Save) 1J1sl COXpAaHEHUSs CAeJAHHBIX U3MEHEHM i, HJIU KHONKY
«OtMmenuTtb» (Undo) 111 0TMEHBI.

3.2.2.2. Oco0bie npuiioxkenus (Special AP)

@ "¢ Mic36Poyrep 2
FmaBHoe MeHio AQMHICTPaTOpa CocToAHNe MacTep PaclwnpeHHas BhIIiTH
OcHoBHaA Hactpoiika SMS HHETPYMEHTBI Mepeagp 111} Be Mpouee
= BUpTYanbHeli cepeep Quick Time 4 [ Cnpaeka ]
0 (R [EE1 TS (LI JamMeTkM eblfiepuTe 0amH v [ Konupoeate g [ID —
u Mpouee
HoentHdgurkaTop| Cranyc
Cocroaune WAN BrnioueHo

({[1)] CHCTEMBI

1 O

2 L O

3 L O

4 L |

5 L |

B L O

7 L O

B L O

9 L |

10 L |

11 L] ]

12 L |

COXPAHKTE “ OTMEHHTE

Jlis  HEKOTOPhIX TNPUIOKEHUH HEOoOXOAMMO HECKOJIbKO TOAKIIOYCHUH K CeTH, Hampumep i
WHTEPHET-UTP, CUCTEM BUJCOKOH(DEpEeHIIMIA, MHTEpHET-TeIeOHNN | T.1. M3-3a Hamuuus Opanamayspa
3TH TPWIOKEHHsI HEe MOryT pabortarh HemocpenctBeHHO ¢ NAT-poytepom. ®ynkuusa «OcoObie
npunoxenus» (Special Applications) M03BOISIET HEKOTOPBHIM U3 ATUX MPHIOKEHUN paboTaTh C JAHHBIM
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ycTtpoiictBoM. Ecnu mpunokeHue He 3amyCTHIIOCh IpH nomouu GyHKIUU «Ocobble MPUIIOKEHUS
(Special Applications), monpo0yiiTe BMECTO 3TOTO HACTPOUTH KOMITBIOTEP Kak XocT DMZ.

1. Tpurrep (Trigger). Homep ncxonsiero nopra, BbIIaHHBIN MPUIOKESHHEM.

2. Bxoasimue nopthl (Incoming Ports). Korna onpenenen TpurrepHslil akeT, BXOASIINE MAKETHI,
OTITpaBJICHHBIC HAa YKa3aHHBIC HOMEPA MOPTOB, MPOITYCKAIOTCS Yepe3 OpaHaMayap.

B nanHOM M31€7HMM HEKOTOPBIE MTapaMeTPhl HACTPOCHBI PEIBAPUTEIIBHO.
1. Bribepute cBoe MpUIOKEHHE

2. Haxwmute kHomky «KomupoBarb B» (Copy to), 4ToObl 100aBUTH MpeaonpeaesieHHbIe
napameTpbl HaCTPOMKH B CBO CITUCOK.

[Mpuuanue: OgHOBpeMEHHO TOJBKO ofAuH [TK MOXET MChosp30BaTh KaXKIbld TYHHEIb 0CO0OTO
npunoxenus (Special Application tunnel).

Ha:xxmure kHonky «CoxpaHuTh» (Save) 1J1sl COXpAaHEHUSs CAeJAHHBIX H3MEHEHM i, HJIU KHONKY
«OtMmenuTtb» (Undo) 111 0TMEHBI.

3.2.2.3 IIpouee (Miscellaneous)

@ o MIC3GPoyTep2
FMaeHoe MeH AGMHNCTPaTORA CocToAHNe MacTtep PacwipeHHas BbIiTH
OcHoBHAA HacTpoiika SMS HucTpy bl Mepeanp Ly BeionacHocTh Mpouee

u BuUpTyansHeli cepBep Tpoyne anexeHTbI [ Cnpaeka ]
= (cobble NpUACKEHNA IneMeHT Hactpoiika BENKeHD
= Mpouee = |P-aapec xocTa OMZ 192.168.123, O

= Pexum IPSec Passthrough

= Pexum PPTP Passthrough

COXPAHWTE ] | CTMEHWTE

1. TP-aapec xocta DMZ (IP Address of DMZ Host)
Xoct DMZ (memMunuTapu3oBaHHOW 30HBI) 3TO XOCT, HE 3allUMIICHHBIA OpaHIMay poM.
[To3BonsieT ucnonb3oBarh [IK B pekxnMe HEOrpaHWYEHHOTO JIByCTOPOHHETO OOMEHa JaHHBIMU
JUIST WHTEPHET-UTP, BHUICOKOH(PEPEHIUH, HHTEPHET-TeNeHOHHH | JIPYTHX CHEIHaIbHBIX
MPUIIOKEHUN.

2. Pexum IPSec/PPTP Passthrough
YerpoiictBo nonnepxuBaet peskum [PSec/PPTP Pass-through. Ecnu 3aneiictBoBan pexum VPN
pass-through, depe3 ycTpolCTBO MOXXHO cO31aBaTh MHOKeCTBeHHbIE VPN-coemunHenus. I1o
ynoOHo, eciu B cetd LAN umeercst mHoro kinentoB VPN.
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Ha:xxmure kHOnky «CoxpanuTh» (Save) sl COXpPAHEHHMS CAEJAHHBIX U3MEHEHMH, WM KHONKY
«OtMmenuTtb» (Undo) 111 0TMEHBI.
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3.2.3. HacTpoiku 6esonacHoctu (Security Setting)

@ »c MIC3GPoyTep?2

rnaesHoe MeHo AOMHWCTRaTOpa

CocTosH1e Macrep PacwnpesHan BEIATH

‘OcHoBHaR HacTpoiika

SMS Mpoyee

B DUAbTpEI NIKETOE
= QUNLTPBI AOMEHOE
= Bnowuposka URL

= Ynpasnesue MAC-agpecam|
® Knuent VPN-PPTP
® Cesep VVPH-PPTP

" Mpouee

HacTpoiika BesonacHocTi

DUMNLTPLI NaKeTo8
- Mo3B0NAST KOHTPONMPOBATE AOCTY K CETH MYTEM AHANN33 EXOAALNE 0 HCXOAALNE

NaKeToE W Wx NPOMycka uni BNoknpeBannA, noxoga u3 IP-agpeca ncToyknka n

HaaHayeHnA

DUNLTPbI AOKMEHOE
- MpenoTepalasT QocTyN NNk 308aTeNed POYTERA K ONPEAENEHHEIM AOMEHEM

BrokupoBka URL
- MpenoTepalasT AoCTyN NNk 308aTeNei POYTERA K ONPEAENEHHKIM CaiTal

Ynpaenenne MAC-aapecamm
- YnpaeneHne MAC-adpecami N038ONAET HA3HAYATE PA3NNYHEIE NPEEA 0CTYNE
P23NMYHEIM NONL30ESTENAM W H3JHAYATE ONpedeneHHele IP-anpeca anpeneneHHeIM

MAC-agpecam

Knuent VPN-PPTP
- HTo0kl CO3AaTE BUPTYANEHOE Y3CTHOE NOQKTIOYEHNE YEPEea TYHHENNPOEaHNE Ha

0TAaneHHbLIe cepeepsl VPH-PRTP

Cepaep IVPN-PPTP
- OfecneysTe BANTYANBHOE YACTHOE NOOKMIOYEHNE YEPE3 TYHHENNDOBAHNE OT

OTAANEHHbIX KNMeHTOR VPN-PPTP.

Mpovee
- YOaneHHEIR X0CT 3AMUHACTRATopa: OBbIYHD TONEKO NONL30BATENH HHTPAHET-CETH
MOMYT NPOCMAaTPHEATE ECTDOEHHEIE MHTEPHET-CTRAHNLE! [NA 3AMUHMCTRUDOBAHNA
[laHHER (hYHKUMA NO3B0NAET BRINOGNHATE 330344 AAMUHUCTRUPOBAHUA UBpes
YOANEHHEI XOCT,
- Taitm-ayT aaMAHHCTPUPOEEHNA: NUTENLHOCTE NEPHOAA OTCYTCTEMA aKTMEHOCTH
NEPEq Tel, KaK yCTPOACTED AETOMATMUECKM JABEPIWINT CEAHC AAMUHUCTRATOPA. [INA
OTKNIOYEHNA 3TOM BYHKUMN YCTaHOBNTE NapameTp & 0.
- CBpoc PING Ha ctopore WAN Korna AaHHaA ByHKUWA BKMHYEHE, HEBOAMOXHO

EEINOMHHTE NPOBEPKY CBA3N (PING) C AAHHBIM YETPORCTECH CO CTOPGHB! WAN
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3.2.3.1 ®uabTpsl nakeroB (Packet Filter)

@ < MIC3GPoyTep 2
FnaeHoe MeHw AgMHIcTpaTopa CocToAHNE MacTep PacwipeHHan BeliiTh
O¢HoBHAA HacTpoika SMS HHCTpYMEeHTRI Mepeany LIy Be Mpouee
1 DHALTPLI NAKETOE JKCNOPTHLI DHUNLTY Makera [ Cnpaeka ]
1 BUNLTPLI A0HEHOB AnemeHt Hactpoiika
0 En e Rl Tl = VIEXOAAWMA BnsTp... LI Brnodeno
= YnpaeneHne MAC-agpecatin ® MozeonsTe, uTo Boe, UTOGE! NPOATH EROME TEX COOTESTCTEYIOT CegyOWMM NRAEHaM.
» Knient VPH-PPTP O OTpruaiTE, 4TO BLe, UTORE! NPORTH KPOME TEX COOTEETCTEVIOT CHIEIYI0UMM NHABHNAM
u CeBep VPH-PPTP [Mpaeuno gucnemepuzauny ---BCEFOA HA--- w I Konupoeate B ] [} Z
= Mpouee HoeHTHpHKaTop) L
Hexoaueii IP: MopTel IP HazHa4eHHA: MopTbl BrmioveHoMcxonampi (punb1ps
(1D}
1 O o
2 O o
; o | & ]
. O o]
5 O o]
6 O o]
7 O o]
8 ] 1 Il D

| Mpeapayllan cThaHuLa || Creayiowan cTRaHWLS || COXPAHWTE || OTMEHWTE || BroAAWMA uneTh. .. |

YpoBeHE MALC. .

OuibTp MAKETOB COACPKUT Kak (GuiabTp ucxoismmx mnaketoB (outbound filter), Tak u  dunsTp
BXosnMx naketoB (inbound filter). OHM HacTpanBarOTCs OJMHAKOBBIM 00pa3oM.

OuIbTp MakeTOB MO3BOJISIET KOHTPOJIUPOBATH MAKETHI, POXOISAIINE Yepe3 poyTep. OUIbTp HCXOISIIIX
MAKETOB TMPUMEHSETCS KO BCEM HCXOSIIMM TakeTaMm. TeM He MeHee, (WIBTP BXOISIIMX IaKETOB
NPUMEHSIETCSl K TMaKeTaM, MpeIHa3HAYCHHBIM TOJIBKO JIJISl BUPTYaJbHBIX CEpPBEpOB WM Xocta DMZ.
BriGepure omHy U3 AByX cTpaTeruii (GUIBTPAIIAN:

1. IIpomyckarh Bce MakeThl, KpOME OTBEYAIOIINX OTPEIEIIEHHBIM ITPaBHIaM

2. He mpormyckarh HUKaK#e MaKeThl, KpOME OTBEUAIOIINX ONPEeNICHHBIM MIPaBUIaM
MoXHO yKa3aTh 8 THpaBWII JJIS KKIOTO HAMPABICHHS: BXOJSIIETO WM HCXOsiiero. Jlims Kaxmaoro
MpaBUIIa, MOYKHO OIPEACTHTh CIEAYIONIUe MapaMeTphl:

o [P-aapec ucrounuka (Source IP address)

e [lopt ucrounuka (Source port)

e [P-aapec naznauenus (Destination IP address)

o [loprt nHaznauenus (Destination port)

e IIpotokon: TCP or UDP or both.
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o [Ipumensts npaBmio Ne (Use Rule#)

s IP-anpeca ucrouHuka Wiy Ha3HAUYEHUS] MOXKHO omnpenenuth onuH [P-anpec (4.3.2.1) win quanazox
[P-anpecos (4.3.2.1-4.3.2.254). Ilycras crpoka noapasymeBaet Bce [P-aapeca.

Jns mopTra HMCTOYHHMKA WM Ha3HAuUeHHWs MOXKHO yKa3aTh ofuH mopT (80) wiau Auama3oH MOPTOB
(1000-1999). Ho6assre mpedure «T» umu «Uy, 9aTo6s1 ykazats npotokon TCP wimu UDP. Hanpumep,
T80, U53, U2000-2999. OtcyrcTBue mpedukca obo3Haqgaet o, yto ykazansl 1 TCP u UDP. An empty
implies all port addresses. ®unbstp maketoB (Packet Filter) moxer paboTtate ¢ mnpaBuIamMu
nucneryepusanuu (Scheduling Rules), uto obecnieunBaeT 60bIIyI0 THOKOCTh yIPaBIEHUS JOCTYIIOM
(Access control). /[onoTHUTENBHBIE CBEICHUS CM. B TIpaBUIaX JUCTICTUCPU3AIINN.

Kaxmoe IIpaBUJIO MOXET OBITH BKJIFOUEHO MJIH OTKJIFOUEHO OTACJIBHO.

Haxvurte kHONKY «CoXpaHuTh» (Save) AJ1s1 COXpaHeHHs CIeJIAaHHbIX U3MEHEeHUI, WIH KHOMKY
«OtMenuTtb» (Undo) 111 0TMEHBI.
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3.2.3.2

@ "¢ MIC3GPoyTep?2

FnagHoe MeHw AQMHHCTPaTORA

@uabTphl 1oMeHoB (Domain Filter)

CocroAHne MacTep

PaclwnpeHHan

PyCokMi %

BEIATH

OcHOBHaA HacTpoiika SMS

HHcTpyMeHTel  Mepean) 1] be

b Mpouee

u DUALTPLI NAKETOE
1 BUALTPLI BOHEHOE

n Bnovmpoeka URL

m ¥npaeneHue MAC-anpecany

= Knuent VPH-PPTP
n Cepep VPH-PPTP

u [pouee

{DUNLIP 00MeHOB

[ Cnpaeka ]

IneneHt

Hactpoiika

= DUNETH SOMEHOE

[ Benioueno

B PeryicThauMA 2anpocoe DS

[T Brnioveno

IP-aapecoe

= HanazaH NpHEMNErHPOBAHHBIX

192.168.123.0 ~ 0

HoeHTHbHKaTop

(1D}

Cyipcpurc gomena

Delciene

Bknw4eHo

1

O Enokupoeate |
HiypHan

O Enokupoeate O
HypHan

O

| Enokupoeate O
HiypHan

O Enokupoeate |
HypHan

O enokupoeate
HiypHan

O Enokupoeate |
HiypHan

O/ 00| O

O Enokupoeate O
HypHan

O

O Enokupoeate O
HiypHan

O

O Enokupoeate |
HypHan

*(BCE OCTANEHEIE)

O enokupoeate
HypHan

| COxpaHnTE || COTMEHHTE I

[To3BossieT 3ampemniaTh IOJb30BATENSIM 3TOTO yCTPOMCTBA MOMydaTb JOCTYI K ONPEICICHHBIM

URL-agpecam.

1.

®uabTp 10MeHOB — Britoueno (Domain Filter Enable)

YeraHOBUTE JaHHBIN (IaKOK, YTOOB! BKIIOYUTH (DHIBTP TOMEHOB.

Perucrpaums 3anpocoB DNS (Log DNS Query)

YcTanoBute

JTaHHBIA  (hIaxoK,

YTOOBI SaHCfICTBOBaTI)

M0JIb30BATENH MOJIYYAIOT JOCTYN K yka3zaHHbIM URL.

perucTpauuio  AeHCTBHI,

JAuana3on npuBuwierupoBanubix IP-agpecos (Privilege IP Addresses Range
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Hacrpoiika rpynnel XOCTOB ¥ NIPUBUJIETUH JJIS IAHHBIX XOCTOB Ha IOJIyYEHHE HEOTPAaHUYEHHOI'O
JOCTYyIIA K CETH.

4. Domain Suffix (Cydduxc nomena)
Moxno BBecTu orpanndenue Ha URL no cyddukcy, Hanpumep .com HIH XXX.COM.

5. HeiictBue (Action)

Heob6xonumoe aeiictBue, npu nombiTke Aoctyna Kk URL ¢ ykazanabsiM cypdukcom.
YeranoBute ¢maxok «brnokupoBarb» (Drop) ans ONOKMPOBKHM JOCTyma. YCTaHOBHUTE (PIaskoK
«Peructpuposarb» (Log) st perucrpanuu Takux MOMBITOK JOCTYTIA.

6. Bxkuioueno (Enable)

YcTaHoBUTE 3TOT (bJ'Ia)KOK, YTOOBI BKIIFOYHTE COOTBCTCTBYIOILICC ITPABUIIO.

Ha:xxmure kHOnky «CoxpanuTh» (Save) sl COXPAHEHHMS CAEJAHHBIX U3MEHEHMH, WM KHONKY
«OtMenuTh» (Undo) aJisi 0OTMEHBI.
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3.2.3.3 Baokuposka URL (URL Blocking)

@ »c MIC3GPoyTep 2
rnaeHoe MeHo AQMHIICTpaTOpa COCTORHIe MacTtep PaclunpeHHas BhIiTH
OcHoBHAA HacTponka SMS HHeTpYMeHTBI Mepeagpecaupn BeionacHocTh Mpouee

= PUALTPLI NAKETOB Bnowmposka URL Http [ Cnpaeka |
1 PUALTPLI A0MEHOB INeMeHT Hacrpoiika
= Enormpoera URL = Enokupoeka URL [ Brnigeno
= Ynpasnenie MAC-agpecaiin HMoentndmrarop (ID) URL Brmoveno
u Knnent VPH-PPTP 1 D
n Cegep VPH-PPTP 2 D
u [Mpouee 3 D

4 O

5 O

COxpaHnTe | | OTMEHNTE

bnokuposka URL Omokupyer kommbpioTepbl B LAN mpH MOMNBITKE COEAMHEHUS C 3aJaHHBIMH
uHTepHeT-caliTaMu. OCHOBHOE pasziinune MexIy (GUiIbTpoM TOMeHOB u OmokupoBkoid URL cocrout B
TOM, 9TO /I prutbTpa JOMEeHOB Tpelyercs BBOI cyddukca (Hampumep, .com WX .0rg U T. 1.), B TO
Bpemst kak st OnmokupoBkun URL TpeOyercss TONbKO BBOA KIIOUEBOTO CJoOBa. Jpyrmmu cioBamu,
(GUIBTP JOMEHOB MOXET OJOKHPOBAThH OIpPE/CIICHHbIC UHTEPHET-CANThI, B TO BPeMsl KaK MPH MOMOIIU

omokupoBkr URL M0xkHO 3a0710KMpOBaTh COTHU HHTEPHET-CATOB MPOCTHIM BBOJIOM KIJIFOUEBOTO CIIOBA.

1. BaokupoBka URL — Bkioueno (URL Blocking Enable)
YcranoBuTe qaHHBIN (raXoK, 4TOOBI BKIIFOUUTH OJ10KkHpoBKY URL.

2. URL

Ecimn kakas-nmu6o wacte URL wHTepHeT-caliTa cOBHNAgaeT C 3aJaHHBIM CJIOBOM,
COETMHEHUE OJIOKUPYETCS.

HaanMep, MOXHO HCIIOJIB30BaTh 3aJaHHOC CJIOBO «S€X» IJIA 6J'IOKI/IpOBKI/I BCEX

WHTEpHET-caToB, eciii X URL cogep:kar 3a1aHHOE CIIOBO «SEX».
3.  Bxumodeno (Enable)

VYcranoBuTe 3TOT QIIaXKOK, YTOOBI BKIIFOUUTH COOTBETCTBYIOIIEE TPABUIIO.

Haxmurte kHONKY «CoxXpaHuTh» (Save) AJ1s1 COXpaHeHUs cIeJIaHHbIX U3MEHEeHU, WIH KHOMKY
«OtMmenuTtb» (Undo) 111 0TMEHBI.
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3.2.3.4 VYnpasiaenne MAC-aapecamu

@ ¢ MIC3GPoyTep 2

FMaeHoe MeHw AAMHICTpaTOpa CocToAHNE MacTtep PaclpeHHasn BbliiTi
OcHoeHaa Hactponka SMS HHeTpyRIeHTBI Mepeany Ly Be ocTh Iy

= DUALTPLI NAKETOB Ynpaenenue MAC-anpecauu [ Cnpaeka ]

= DUALTPLI BOMEHOB JnemeHt Hacrpoitka

n Bnormposka URL
= ¥YnpasneHne MAC-agpecamn
u Knment VPH-FPTP NOOENHYATECA K ITOMY YCTDDF‘ICTBY; W paspewaTte » | NOJKNHOYEHHE
n Cesep VPH-PPTP

u [Mpoues

B Ypaenedle MAC-a0pecamu O Brniueno

I:l YMPAaENeHHE COeOUHEHMEM BECNpOEDOHER W MPOEDOHEIR KMWEHTE G YCTAHOBNEHHEIM C mOMT

No HeyKEazaHHEIM MAC-agpecan.

[Cvnpaenenue nogenioueHuAmMy | BecnpoEoaHele KNMEHTE CYCTAHOBMNEHHEIM A MORT NOGKMOYETE CA K
NPOEOOHONA LAN; M| 2aNpewarts % | NOAKMTOYEHME N0 HEYEAZAHHBIM
MAC-anpecam..

DHCP knieHToE| EBIBERUTE OOMH v|[ Konupoeate B ]ID

HoeHtHdmkarop (1D} MAC-anpec IP-anpec Wake onLAN | C A
1 || tezaseazal 0| O
2 ]| rmaeeaz] OO
3 || tezaseazal 0| O
s | tezaesazs] OO

Mpensoyan cTRaHWLa H CNegyiowan cTRaHWLa H COXPAHWTE H OTMEHMTE ]

Vopasnenne MAC-agpecamMu MO3BOJSET HAa3HAyaTh pas3jiuyHbIE IpaBa JOCTyNa pPa3IdnYHbIM
MOJIK30BaTENSIM 1 Ha3HauaTh onpenenennsie [P-agpeca onpenenenasim MAC-anpecam.

1.

2.

3.

Ynpasnenne MAC-aapecamu (MAC Address Control)

VYcranosutre  ¢uaxok «Bxmroueno»  (Enable) gns  BritoueHus  «YmpaBlieHUs
MAC-anpecamn» (MAC Address Control). Bce HacTpoiiku Ha JaHHOW CTpaHMIIE
MIPUMEHSIIOTCS TOJIBKO MPU YCTAaHOBICHHOM (nakke «BxiroueHo» (Enable).

Yunpasiaenne coequnenuem (Connection control)

Ycranosute Gaxkok «Ympasienue coequHeHuem» (Connection control) mmst BKIItOUeHUS
KOHTPOJISI TIPOBOHBIX M OECIPOBOMHBIX KJIMEHTOB, KOTOPHIE MOTYT IOJKIIIOYATHCS K
JTAHHOMY YCTpOHCTBY. Eciii KIMEeHTy OTKa3aHO B MOJAKIIOYEHUH K TAHHOMY yCTPOWCTBY,
9TO 3HAYUT, YTO OH HE MOJIY4UT JocTyna U K ViHTepHeTy. BoiObepure MyHKT «pa3pennTby»
(allow) nnmm «3ampetuthy (deny) ais pa3penieHus WK 3arpeTa MOAKIIOYeHUS KITUSHTOB
K JaHHOMY ycTpoiictBy, MAC-aapeca KOTOPBIX HE BKIIOYEHBI B TAOIHILy YIIPaBICHUS
(Control table) (cm. HIDKE).

Yupasienune noakiawyeHusimu (Association control)

YcranoBute (Quaxkok «YmpaieHue MoakiIroueHusMu» (Association control), d9TOOBI
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BKJIFOUUTh KOHTPOJb TOJKIIOUEHHsI OEeCTpOBOMHOTO KiueHTa K OecmpoBomHoit LAN.
Ecnm xnmenTty 3amperieHo moxkirodeHue k OecripoBogHoir LAN, 3T0 0O3Ha9aeT, d9ro
KJIMEHT HE CMOXKET OTHPABJISTH WM MOTyYaTh JaHHBIE YePE3 ATO YCTPOicTBO. Bribepure
MYHKT «paspemuTh» (allow) mnm «3anpetutb» (deny) st paspeuieHus WM 3ampera
MOJIKITFOYeHHS KiIMeHToB, MAC-anpeca KOTOPBIX HE BKJIFOUEHBI B TAONHITY YIIPABICHUS
(Control table) (cm. HIke), K 6ecipoBogHOM LAN.

Ha:xxmute kHOnky «CoxpaHuTh» (Save) il COXpaHeHHMs CHEJAHHBIX U3MEHEHHil, MJIH KHOIKY
«OT™MenuTh» (Undo) aAJisi 0OTMEHBI.

Ha:xxmure knonky «Cuen. crp.» (Next Page) nist nepexona najiee, uiam kaonky «Ilpen. crp.», aias
BO3BpaTa Ha NpeIbIAYIIYI0 CTPAHULY.

3.2.3.5 Kuauent VPN-PPTP

@ v MIC3GPoyrep2

rnaeHoe MeHw AfMHICTpaTOpa CocToAHNe MacTep PacLwipeHHan BIIiTH

OcHoeHaa Hactporika SMS HHCTpYRIEHTBI Mepeagpecaupn BeionacHocTh Mpovee

= PUALTPLI NAKETOB Knuenr PPTP

= PUALTPEI OKHEHOB BNeMeHt Hacrtpoiika

u Bnormpoera URL u YPH-PETP E BrniueHo

= ¥y MAC-an

MoeHTHdgHKaTop IP-anpec unn HuAa
BrAYeH Hua Mapone Mapwpyt Mopkmovnte  OPTION

u Knuenr VPI-PPTP D} OOoMEeHyina MonbioBatensd

n Cegep VPH-PPTP ® E
=) 0N DEMAND
MPFE

u Mpouee 1 | 0.0.0.0/0 O meTo 0
O PyropoacTeo | yat

® onpEManD |

2 O 00000 | O et “EPE

O PykoEOOCTED MAT
© ON DEMAND hEPE
3 O 00000 || O apro 0
O PyropoacTeo | at
& oM DEMAND hEPE
4 O 00000 | O et 0

@) PykoEOOCTED MAT

O

& 0N DEMAND
MPPE
5 O 00000 || O apro 0

@ PykoBOOCTED MAT

MoeHTHpmEaTOp| ¥naneHHbIH
COCTOAHNE NOOKNKYeHHA NokansHeI IP Deiciene
(D} IP-anpec

COXpAHKTE || OTM EHKTE || OBHOENTE
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VPN-PPTP: BkitoueHue uwiM BeikitoueHue kiauenta PPTP.
Bkiioueno (Enable):  ycranoBute uiaxok, 4ToOBI 32/I6CTBOBATh KaXk/I0€ U3 MPaBHUIL.
Hma (Name): Ha3BaHHE 3JIEMEHTA.

IP-agpec/nomen y3ia (Peer IP/Domain): [P-anpec unu nomen cepsepa PPTP.

A e

HNwms noab3oBareas (User Name) n napoJsb (Password) PPTP: yuerHas 3anucek 1 naposisb,
Ha3HaYeHHbIC MHTEPHET-TIpoBaiiaepoM. Eciu u3MeHsTh mapois He TpeOyeTcsi, OCTaBbTE I0JIe
ITyCTBhIM.

6. Mapmpyt (Route): BbIOOp coearHeHus, KOTopoe OyaeT Ucnoiab30BaTh cekiuio PPTP.

IMoaxarouenue (Connect): MOXXHO BHIOpATh OJTUH U3 TPEX PEIKUMOB:

ITo TpeboBanuio (On demand): ycTpoHCTBO OyJeT MOAKIIOUATHCS K MOCTaBUIMKY YCIIYT
WuTepHeTa pu OTIPaBKe UCXOSMIINX MAKETOB KIIMEHTAMH.

ABTomaTtnyeckuii (Auto): yCTpOHCTBO OyJeT YCTaHABIMBATh CBSI3b C MOCTABIIMKOM YCIIYT
WuTtepnera 10 Tex mop, HOKa He OyJIeT YCTaHOBIJIEHO
MOAKJIIOYECHHE.

Bpyunyto (Manually): ycTpoiicTBo He OyJeT BBHINOJHATH MOJIKIIOYEHHE, MOKa He OyneT
Ha)KaTa KHOIIKA ITOAKJIIOYEHMs] Ha CTPAHULIE COCTOSTHUSL.

8. JonosnurtenbHble pynkuuu (Option):
MPPE: nognepxka mudposanus MPPE.
NAT: nonaepxka ¢pyHkuuu Nat.

HaXMUTE KHONIKY «CoxXpaHuTh» (Save) 11 COXpaHEHUS CAEIAHHBIX U3MEHEHHM, NI KHOMKY
«O1menutb» (Undo) 11t OTMEHBI.
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3.2.3.6 Cepsep VPN-PPTP

@ ¢ MIC3GPoyTep2
rnaeHoe MeH AQMHICTpaTopa CocTOAHIE MacTep PaclMpeHHan BhIiiTH
[i] Hactpon SMS  Huerpy b [Mepeany L Be 1 Mpouee
u PUALTPEI NAKETOB PPTP-cepeepa [ Cnpaeka ]
= PUALTPEI BOMEHOE BneMeHt Hactpoiika
= Bnornpoeka URL = WPMN-PPTP :‘ BrnwdeHo
= ¥y MAC-any Kondomrypaupa PPTP-cepeepa
= Knuent VPH-PPTP SnemeHt HacTpoiika
LR = BupTyaneHel IP-aapec cepeepa im0 .0 L
= Mpouee = luanazoH IP-agpecos 10002 ~40
= MpOTOKON AYTEHTURMEALMM Mpap MoHar Mus_cHap Fms_cHapvz
= Pexum WHpoeaHua MPPE [ Brmioueno
= [IMMHE KNIDYE WHOR0EIHMA Clao aur T 56 aur #1128 Gur

Y4yeTHaA 3anuck Nonb3oBarena

HoeHTHbHKaTop
Haspanue ToHHENA WA nonesoBarena Mapons
(1D}

1

2

|
|
3 R
|
|

4

]

CoCTOAHHE NOJKNMIOHEHHA

Hua HoeHtndgukarop
IP-appec yzna BuptyanoHeiii IP-anpec DKcnyatauma
nonb3oBaTena BEI30BA y3na

OTCYTCTEYET NOKMIOYEHHE YAANEHHOM y2na

KnweHt PFTP H COxpaHnTL H OTMEHHTE H OBHOBMTE

1. VPN-PPTP: Bxitouenue wiu BoikitoueHue cepsepa PPTP.
2. BupryaasHslii IP-agpec cepsepa (Server virtual IP): [P-anpec cepsepa PPTP.

Juanazon IP-anpecoB (IP range): nuanazon IP-agpecoB knmenta. Kiuentawm,
BBITIOJTHSOIIMM MONBITKY TOJKITI0OUeHus, Oy 1yT Ha3HadeHbl [P-anpeca u3 atoro auamnazona.

4. TIporokoa ayrentuduxauun (Authentication Protocol): moxxHO BBIOpaTh OAMH U3 Tpex
npotokosnos: PAP, CHAP MS CHAP, MS CHAPvV2.

5. Pexum mmpposanus MPPE (MPPE Encryption Mode): BkitoueHHE WJIM BBIKIIOYEHUE
mdpoBaaust MPPE.

6. Jdnuna wmouya mudpoanusa (Encryption Length): moxHO BBIOpaTh OIMH U3 Tpex
pexumos: 40, 56, 128 6wur.

CtpaHuua 60 u3 90



MTC 3G Poytep 2 — MTC CTG111 PykoBoACTBO nonb3oBaTens

7. Ha3Banue ToHHeJis1 (Tunnel Name): o BeiGopy.

8. Umsa moab3oBatesns (User Name) n maposs (Password): nmsi mons3oBarens W Mapolib,
KOTOpbIe OyayT HCHOJB30BaThCS Jisi Bxona Ha cepBep PPTP. MakcumallbHO JIOCTYITHO
CO3/IaHHE 5 YUETHBIX 3aIluceil.

Haxvurte kHonky «CoxpaHuTh» (Save) IJsi COXpaHEeHUs] CAEJAHHBIX W3MEHEHUil, WJIN KHONKY
«O1menuts» (Undo) niist oTMeHBI.

3.2.3.7 IIpouee (Miscellaneous)

. mTc MTC 3G PoyTep 2

maeHoe MeHw AAMHUCTRATORA CocToAHNE Mactep PacwnpeHHan BbINTH
OcHOBHAA HacTpoiika SMS HHe TpYMEHTBI Mepeany Ly Be Tb Mpouee

u DURLTPLI NAKETOE MpoUne sneMeHTb [ Cnpaeka ]
= PUABTPBbI AOMEHOB BneMeHt Hacrpoiika BKNHMEeHo
0 ELT e L = |P-afpec yaaneHHoro 0000 0
- MAC-a0y AAMHHUCTIWROESHMA
u Knuenr VPI-PPTP a;,\mﬂ;’fgfp"ff;HeHHﬂHm O
= Cenep UPILPPTR B [apT YAANEHHOND SOMHHHETEMEOESHWA &0
® Mpouee ® TaliM-ayT aMUHHETRMPOBAHHUA B00 [c. (0 AnA oTkmiouenis)

= Chpoc PING Ha cTopoHe WAR O

" OTENOYUTE PP O

= CHOBITBIA e VAR O

COXpaHHTE || OTMEHHTE I

1. IP-agpec, xoct, mopT yaajeHHoro aavMuHucrpupoBanuss (Remote Administrator
IP/Host/Port)
OOBbIYHO TOJBKO TIOJIB30BATENIM HHTPAHET-CETH MOTYT IPOCMAaTpUBaTh BCTPOCHHBIE
MHTEPHET-CTPAHUIBl sl aJMUHUCTpUpoBaHUs. JlaHHas (QYHKIMS TO3BOJISIET BBIIONHATD
3aJa4yu  aJIMAHUCTPUPOBAaHUSl dYepe3 yhaaleHHbld xocT. Ecnm mgannas ¢(yHKIus BKITIOYeHa,
BBITIOJTHATD YAAJIEHHOE aIMUHUCTPUPOBAHIE MOKHO TOJIBKO ¢ ompenenenHoro [P-anpeca. Ecin
3HaueHue ykazaHHoro [P-ampeca paBHo 0.0.0.0, MOXHO BBINOMHATH  YJAJIEHHOE
a/IMUHUCTPUPOBAaHUE JAHHOTO YCTPOWCTBA C JHOO0Oro Xocta. MOXHO HCIOIB30BaTh YCIOBHOE
0003HaYeHNE MACKHU TIOJICETH «/Nhy» IJIs yKa3aHuUs TPYMIbl 10BepeHHbIX [P-anpecos, Hanpumep
«10.1.2.0/24».
[Tpuuanune: Korna BkiaroueHa (yHKLUS YIaJI€HHOTO aJMHHUCTPUPOBAHUS, MOPT cepBepa CeTtn
Oyner mepexiitoueH Ha 88. MOXHO Takke NPHCBOMTH HOMep moprta cepBepa CeTu Ipyromy
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HOPTY.
2. Taiim-ayT agMmuaucTpupoBanus (Administrator Time-out)
Bpems oTCyTCTBHS aKTUBHOCTH, TIOCJIE€ KOTOPOTO OYy/ET BBIIOJIHEH aBTOMATHUECKUIl BBHIXO/.
Jlnist oTKIII04EHUs 3TOM (PyHKIMHU IaHHBIM apaMeTp cieyeT yCTaHOBUTh B HOJIb.

3. Copoc PING Ha cropone WAN (Discard PING from WAN side)

Korma mannast GyHKIMS BKITIOYEHA, HEBO3MOXKHO BBITIOJHHUTH MTPOBEPKY CBsI3U (ping) ¢ TaHHBIM
YCTPOHCTBOM €O cTOpOoHBI WAN.

4. Orkawdenne UPNP (Disable UPNP)
VYerpotictBo MoxeT oTktounTh pyrkinno UPNP. Ecnu ucnonbsizyemast onepaiimoHHas cucreMa
nonaepkuBaetr ¢pyHkiuio noucka UPNP, nanpumep Windows XP, u ata pyHkims BriroueHa,
MOXHO HailTh [P-anpec ycrporictsa ¢ momonsro UPNP.

5. Ckpsoitblii pexum WAN (Keep WAN in stealth mode)

Ecau IMOpPT 3aKPBbIT, YCTPOP‘ICTBO 6y;[eT HUTHOPUPOBATH IHOIIBITKU ITOAKJIKOYCHUSA BMECTO TOrIO,
YTOOBI OTKIOHSITE HX.

Ha:xxmute kHonky «CoxpaHuTh» (Save) 1J1sl COXpaHEHUSs CAeJAHHbIX H3MEHEHN i, MU KHONKY
«OTt™MenuTh» (Undo) aAJis1 0OTMEHBI.
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3.2.4.Mpouee (Advanced Setting)

@ »c MIC36Poyrep 2

rnaeHoe MeHw AOMHUCTRATOPA CocToRHMe Macrep PaclMpeHHan BEIATH
‘OcHOBHaR HacTpoika SMS Mpouee
" CucTEMHBIA ypHan [LononHurensHan HacTpoitka

® OuHamuueckuit DNS

= Gos = CUCTEMHBIA #ypHan
= SHMP - OTNPAEKA CUCTEMHOID *YPHENA HE 05 03HAUEHHEIR XOCT MMM N0 3NEKTPOHHOA NouTe

YKa3aHHbIM NonyYaTenam
= MapwpyTHsayns

= Cucremnos spewn = Oueamndeckui DNS

- [INA pa3mMeleHA cepeepa NoNb30EaTeNA N MaMeHAKWEeMyCA IP-agpecy Heodxaoguma
= PacnucaHun
WCMONL30EATE AMHAMUYECKYI0 CyX<Oy AoMEHHBLIX nMeH (DDNE).

= Mpoyee Wi-Fi
" SNMP
- [JA&T BOIMOHHOCTE YOANEHHOM YNPAENEHUA KOMAEKITEPHON CETEK NOCPEACTROM

ONPOCa M YCTAHOEKW 3HAYEHNA TEPMITHANE W OTCNEXMEAHNA CETEBLIX COBITAI

= MapiwpyTvaaiia
- MpK UENONL20BAHUN HECKOMBKMX POYTEPOB M I'\GJ]DETEﬂ MOMeT noTpedopaTbcA

BKMIQUNTE TAENWLY MApWPyTM3aLnM AnNA NPaBMNEHOrS HAaNPAENEHNWA NAKETOB W

ofecneyeHns BO3MOMHOCTH 0OMEHE O3HHLIMN MY PA3NNYHEIMW NOOCETAMM.

® CucTenHOE BEPEMA
- M03BOMAET YCTAHOBHTE BPEMA YCTDOACTES BPYUHYIO UMM CHHXD OHU3MPOBATE BDEMA C

MTP-cepeepom.

" Pacnucauns
- 30eck MOXHO 330aTk NPABANA PACNWCAHUA. BeIGPAB HOMED NPABNNE Ha CTPaHULE
BHPTYaNEHEIX CEPEEPOE M TUNETPOR NAKETOR, MOMHD BKMKIYMTE COOTEETCTEVOILME

(YHELMN C 3303HHEIMN NP3BNamMN PacNUCaHNA.

® [poyee Wi-Fi
- YKa#WTE PACWIMPEHHBIE HACTPORKK, UTOGE! ONTHMHANPORATE padoTy Wi-Fi
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3.24.1

Cucremublii sxxypHaJ (System Log)

@ »c M1C36Poyrep?2 P oo =]

rnaexoe MeHo AOMHHCTRaTOpa CocTesHUe Macrep PacwnpesHas BLIATH

‘OcHoBHaR HacTpoiika SMS WHCTpyMeHTBI Mepeagpecauun BesonacHocTh Mpovee

B CucTemHbIn »kypHan CHCTEMHBIA KypHan [ Cnpaeka]
= Awnanmueckuin ONS 3nemeHT 3HaueHne BEIH4EH
= QoS
® |P-agpec cepeepa Syslog (m|
= sHMP 5 O
= VYEEAOMMEHUE N0 3NEKTPOHHON NouTe
" MapwpyTHsauna
® |P-agpec u nopt SMTP-cepeepa
= CucTemMHOE BpeMA
. y C
T OTNPABHTE VBENOMNEHNE N0
INEKTPOHHOI NOYTE Ha agpec =l
" Mpoyee Wi-Fi
® Tena 3NeKTROHHOMD MNCEMA |
MpoCMoTP XypHANoE... | CoxXpaHnTe I OTMEHNTE |
TpOTECTHPOEATE YEEOOMAEHNE N0 ANEKTROHHON NoyTe |

JlanHas cTpaHMIa TOJAEPKUBAET JBa CIOCO0A H3KCIOPTa CUCTEMHBIX KYPHAJOB B YKa3aHHOE

pacnionoxkenue nocpenacrsom syslog (UDP) u SMTP (TCP). HeoOxoauMo HacTpOUTH CIETYIONIUE

napameTpabl:
1.

IP-agpec cepsepa Syslog (IP Address for Syslog)

[P-anpec Ha3HAYEeHMS OTIPABKUA CUCTEMHBIX KYPHAJIOB.

YcranoBute prakok « Briaoueno» (Enable) i BkitoueHUst JaHHOH (DyHKITUH.
YBenomJienue no 31eKTpoHHoi noure — Brioueno (E-mail Alert Enable)
VYcranoBute JaHHBIN  (pIakok, YTOOBI BKIIOYUTH OTIPABKY YBEIOMJICHHHA IIO
AIIEKTPOHHOU ToYTe (OTIpaBKa CUCTEMHOTO JKypHAaJIa MO AIEKTPOHHOM MOYTE).
IP-agpec/mopt cepsepa SMTP (SMTP Server I1P/Port)

Beenute IP-agpec u mopr SMTP-cepBepa, paszienuB Ux cuUMBOJIOM «:». Eciaum HoMmep
nmopra He Oyger yka3aH, TO 3HaueHHWe 1o ymoimdanwio: 25. Hampuwmep,
«mail.Bam_url.com» nnn «192.168.1.100:26».

OTnpaBuTh 31eKTPOHHOE MUCHEMO ¢ yBenomiienneM (Send E-mail alert to)
[lomywarenu, KoTOpele MOMy4yaT OTHU KypHajabl. MOXKHO Ha3HAaUYUTh HECKOJIBKO
NOJTy4daTesen, pa3aesiss UX aJpeca AEKTPOHHOM IMOYTHI CUMBOJIAMU «;» UM «,).

Tema 31exkTponHoro nucsma (E-mail Subject)

TeMma 37eKTpOHHOIO MUChbMA C YBEIOMJIEHHEM, HeoOs13aTeIbHbIN ITapaMeTp.

Ha:xxmute kHonky «CoxpaHuTh» (Save) AJ1sl COXpaHEHUsI CAeJAHHbIX H3MEHEHM i, MU KHONKY
«O1rmenuts» (Undo) niist oTMeHBI.
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3.2.4.2 Nuuamuuyeckuit DNS (Dynamic DNS)

@ »c M1C36Poyrep?2 P oo =]

rnaexoe MeHo AOMHHCTRaTOpa CocTesHUe Macrep PacwnpesHas BLIATH

‘OcHoBHaR HacTpoiika SMS WHCTpyMeHTBI Mepeagpecauun BesonacHocTh Mpovee

B CucTemMHbIR KypHan DuHamMH4eckui DNS [Cnpagka ]
= fuHanmueckuii DNS InemeHt 3Ha4eHne
= Qos » DDNS & Omenioyeno € Brnioyewo
SAME = Mposaiinep DynDNS.org(Dynamic) =
B = JIMA xocTa [
» CUCTEMHOE BpEMA

= ¥mA nonezogarens/E-mail |
= PacnucaHus

® Mapone/knoy |
" Mpoyee Wi-Fi

CoxpaHuTe OTMEHUTE

Jlis pa3MelieHust cepBepa IMoJib30BaTeNs o uMeHstomemycs [P-agpecy HeoOXoanMo MCIOIb30BaTh
JUHAMHMYECKYI0 ClTykO0y ToMeHHbIX uMeH (DDNS).

Torga anst goctyma K XocTy moTpeOyeTcs ykaszaTh TOJNIBKO ero ums. JuHamuyeckas ciyxk6a DNS
COIMOCTaBUT UMs XOcTa ¢ TeKymuM I[P-anpecom, KOTOpBIN M3MEHSETCS MPU KaKJOM IOJKIIOUYEHUH K
IOCTaBIIMKY yciayr MHTepHeTa.

[Tepen BrmouenueM ¢yHkimu «JIunamuueckuit DNS» (Dynamic DNS) Heo6x0auMo co3aaTh yUETHYIO
3alMuch Ha OJHOM U3 cepBepoB auHamuueckoro DNS, nepeuncnennsix B mnone «lloctaBuiuk»
(Provider).

Hnst Brimouenust ynkuun «duaamudeckuit DNSy» (Dynamic DNS) ycranoBute draxok «BxitoueHo»
(Enable) psimom ¢ momem DDNS.

Jlanee MOXHO BBECTH COOTBETCTBYIOLIYIO HH(OpMAIIHIO O cepBepe AMHAMUYECKOH ciry>k0b1 DNS.

Heo0xonumo yka3arh CIIeTyrOIIUe MapaMeTphbl:
[TocraBmuk (Provider)

Nwms xocta (Host Name)

Wwms nonp3oBatens/anekrponnas noura (Username/E-mail)
[Tapons/kimrou (Password/Key)

Jannas uHpopmanus OyneT MmojlyueHa IMocCiie CO3JaHHs YYETHOW 3aliCh Ha cepBepe JAMHAMUYECKON
ciyx661 DNS.

Haxvurte kHonky «CoxpaHuTh» (Save) IJsi COXpaHEHUs] CAEJAHHBIX U3MEHEHUil, WJIN KHONKY
«Otmenuts» (Undo) niist oTMeHBI.
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3243 QOS

. m1c MTC 3G PoyTtep 2 oo

Fnasxee Mexw AoMHEMCTRaTOpa CocTosHne Macrep PacwwnpenHasn BriATn
OcHoBHas HacTpoiika  SMS  WHcTpymewTsl  Mepeagpecaumn  BesonacHocts  Mpouee

= CHUCTEMHLIR 3KypHan QoS

= [uHanmueckui ONS 3nemeHt 3HaveHne

DL = DunLTP Nakercs QoS I Briougno

el I ® [onoca NponyckaHna 0 waut/c

BOCXOAAWErD

® [onoca NponycKaHuAa 0 kbps

HNCXOAAWEro NoToKa

= MapupyTusauna

® CUCTEMHOE BpEMS

=P
bl MpoeHTHduKaTop
» Nposse WiFi . TNokankHed IP: MopTel YaaneHHki IP: MopTe TMpHopHTeT Q0S  BRMKIHEH

1 |H|13Kne

2 |H|13Kne

[

|H|-13Kne

[Hunakoe

IHHEKDE

|H|13Kne

L | | et | ded | o | | Bl
o|o|olo|o|o|o|o

| | |
| | |
| | |
| | .|
| | .| [Finarae
| | |
| | |
| | |

n

|H|13Kne

CoxpaHnTe OTMEHNTE

OO0ecrieunBaeT pa3IMYHbIN IPUOPUTET PA3TUIHBIM ITOJIB30BATEIISIM HITH TIOTOKAM JaHHBIX U
rapaHTUPYeT OINpeIeNIeHHbIN YPOBEHD ObICTPONCHCTBHS.

1. ®uasTp naxkeroB QoS (QoS Packet Filter)
DTOT BNIEMEHT BKIIIOYAET U OTKJIrouaeT GpyHkimio QoS.

2. Tloaoca mponyckanusi Bocxoasmero noroka (Upstream Bandwidth)
YcTaHOBKa OrpaHUYEHUs Ha CKOPOCTh BOCXOJISIIIIETO MTOTOKA.

3. Tlosaoca mponyckaHus HucxoAsiero noroka (Downstream Bandwidth)

OrpannyeHne CKOPOCTH HUCXOSIIETO MOTOKA.
4. Jloxkaabu. IP

3neck 3amaercs gokanbHbIN [P-aapec makeTos.
5. JlokaabH. Ports

B aTom mosie 3agaeTcs moKaabHBIN TOPT JUIsl TAKETOB.
6. ¥Ynauaennnlii: IP

3neck 3aaaercs ynaneHHsli [P-agpec nakeros.
7. Ynajgenunsiii: Ports

B sToM nosie 3agaeTcs yianeHHbIN MOPT ISl TAKETOB.
8. Ilpuopurer QoS (QoS Priority)

Omnpenenser ypoBeHb MNpUOPUTETAa Ui Tekymed koHurypamun noiautuk (Policy
Configuration). [lakeTsl, CBSi3aHHBIE C ATOW MOJUTHUKOM, OyIyT OOCTYKHBATHCS HA OCHOBAHHH
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3aJJaHHOTO YPOBHS TpuopuTeTa. s KPUTHYECKH BaXKHBIX TPHIOKEHUH PEKOMEHIYIOTCS
ypoBaH «Bpicokuit» (High) mmm «Hopmamsusiity (Normal). Jlyis MeHee BaKHBIX TPUIIOKCHHUI
BbIOepuTe ypoBeHb «Huskuit» (Low).

1. Bxuaiwueno (Enable)

YcranoBute (I)J'Ia)KOK, YTOOBI BaﬂeﬁCTBOBaTB KaXXJ10€ U3 ITIpaBUJI.

Ha:xxmure kHonky «CoxpaHuTh» (Save) AJ1sl COXpaHEHUs CAeJAHHbIX H3MEHEeHM i, MU KHONKY
«Otmenuts» (Undo) niist oTMeHBI.
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3.2.44

@ »c MTC3GPoyrep 2 P o o]
rnasHoe MeHw AOMHMCTRATOPA CocTofHue Macrep PacliMpeHHan BEIATH
‘OcHOBHaR HacTpoika sSMSs WacTpymeHTel Mepeagpecaunn BesonacHocTe Mpouee
= CHCTEMHbIN KypHan Hactpoika SNMP [CnpaBka ]
= Ounammuueckui DNS DnemeHt SHaYeHne
Hi = Bmioune SNIF ™ nokansko [ ¥nanennsiit
= SHMP P
= [MonyunTs coofWecTan I
= MapwpyTHsayns
® YCTAaHOBWMTL COOOWECTED I
® CucremHoe Bpeums
= P 10213141 |D 0.0.0
B PacnHcaHus
= P 1/2/314 2 |D 0.0.0
® Mpoyee Wi-Fi
=P 1424314 3 ID.D.U.D
=P 124314 4 ID.D.U.D
= BepcuA SHIP & V10 v2e
COXpaHUTE OTMEHUTE

B o6mmux cmoBax SNMP (Simple Network Management Protocol — mpocToii MpOTOKOJ CETEeBOTro
yIpaBJIEeHHsI) — 3TO MPOTOKOJ, pa3pabOTaHHbIH /sl yIAJICHHOTO YIPABICHUS KOMIBIOTEPHOH CETHIO

MOCPEACTBOM ONPOCA M YCTAHOBKH 3HAYEHUH TEPMHUHAJIA U OTCIIC)KUBAHUS CETEBBIX COOBITHH.

1.

Bkiarouunts SNMP (Enable SNMP)

Jns Brumtouenns ¢ynkiuu SNMP HeoOxoanmo ycTaHoBUTH (raxok «JlokamsHo» (Local) mubo
«Ynanenno» (Remote), nu6o o6a. Ecnu ycranosnen ¢uaxok «JlokampHO» (Local), mannoe
ycTpoiictBo Oymer orBeuars Ha 3ampockl m3 LAN. Ecnm ycranoBneH ¢(makok «YmaneHHO»
(Remote), nanHOE YCTPOICTBO Oy/eT OTBEYATh HA 3alPOChl U3 I100anbHOM cetn WAN.
Hoayunts coodmecTBo (Get Community)

YcranoBka cooOmiecTna, A1t KOTOPOTo YCTPOHCTBO OyAeT oTBevats Ha 3arnpoc «GetRequesty.
YcranoButh coodmecTBo (Set Community)

YcraHoBKka cooO1ecTBa, il KOTOPOTo yCTPOUCTBO OyaeT MpUHUMATh 3anpoc «SetRequesty.
IP1,IP2,IP3,1P4

Beenute 3nech [P IIK ynpasnenuss SNMP. [Tonb30Barens MOXKET 3a1aTh OTIPABKY COOOIICHUS
o nosymke SNMP (SNMP Trap) 3Tum ycTpoHCTBOM.

Bepcuss SNMP (SNMP Version)
Bri0epute Hyx)Hy10 Bepcrro SNMP, kotopyro mognepxkusaet [10 ynpasiaenus SMMP (SNMP Management).

Ha:xxmure kHonky «CoxpaHuTh» (Save) 1J1sl COXpAaHEHUSs CAEJAHHBIX U3MEHEHM i, MU KHONKY
«OtMmenuTtb» (Undo) 111 0TMEHBI.
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3.24.5 Mapumpyruszauus (Routing)

1.

@ »c MIC36Poyrep2 P oo =]

rnaeHoe MeHio AQMHHCTRaTOpa CocTesHUe Macrep PacwnpesHan BLIATH

‘OcHOBHaR HacTpoika sSMSs WacTpymeHTel Mepeagpecaunn BesonacHocTe Mpouee

® CUCTEMHBIA HypHan TaGnuua mapupyTnIaunn [Cnpae«a ]

= [unammseckwi ONS 3nemeHt HacTpoiika

S80S [T Brknioueno
= RIP
= SHMP  RIPv1 © RIPv2

® MapwpyTtisauns WnexTuchukaTop)
Ha3sHauenue Macka noacet UWinwa BrnoveHo

" CHCTEMHOE BREMA (D)

= PacnucaHun 1

= Mposee Wi-Fi 5

w

A0

COXpaHnTE OTMEHNTE

Ta6amna mapmpyrusannu (Routing Table)

[To3BonsieT ompenenuts anpec (QpU3NUECKOro HHTEpdeiica, HUCIOIB3yeMOro sl UCXOASIINX
[P-natarpamm. [Ipu uCONb30BaHUU HECKOJIBKUX POYTEPOB U MOJCETEH HEOOXOIMMO BKIFOYHUTh
TaONMUIly MapuIpyTH3allMM JUIsl TPABWIBHOTO HANpPABICHUS TIAKETOB U OOCCICUCHHS
BO3MOXHOCTH OOMEHA JaHHBIMH MEX/1y Pa3IUuYHbIMU MOJCETSIMH.

Hactpoiiku TaOnuipl MapuipyTU3allMM  UCIONB3YIOTCS Il YCTAaHOBKM CTAaTUYECKUX U
JTUHAMUYECKUX (YHKITHH.

Junamudeckas mapmpyrusanus (Dynamic Routing)

[Ipotokon wunpopmamuu o mapmpyrtusanuu (Routing Information Protocol — RIP) OGyner
UCTIOJNB30BaThCsl IS OoOMeHa WH(OpManueii O Ha3HAYCHUU MJIs BBIYUCIICHUS CETEBBIX
MapmpyToB. Beibepute RIPV2, Tonpko eciim B ceTd IMoJIb30Baressl €CTh pa3Hbie mojaceTH. B
MPOTUBHOM citydae Beioepute RIPv1, ecnin HeoOXomuM 3TOT MPOTOKOI.

CraTnueckasi mapupyrusanus (Static Routing)

Jnst crtarMueckod MapuipyTH3alid MOXKHO 3aJaTh J0 &8 MpaBuUil MapuipyTuzanuu. MoKHO
BBectu [P-anmpec Ha3HadeHMs, MacKy IMOJICETH, NUTIO3, XOm (y3€sI) MapUIpyTH3alHud, a 3aTeM
BKJIFOYHTH WM OTKITIOUYUTH MPABUJIO, YCTAHOBHB WM CHSB (haxkok «Bkioueno» (Enable).

Ha:xxmure kHonky «CoxpaHuTh» (Save) AJ1sl COXpaHEHUs CAeJAHHbIX H3MEHEHM i, MU KHONKY
«OTMenuTh» (Undo) aAJis1 0OTMEHBI.
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3.24.6 Cucremuoe pems (System Time)

@ »c MIC3GPoyTep?2

MaeHeoe MeHw AQMHUCTRATOPA CocToAHNE MacTtep PacwupeHHas BEIATH

OcHoBHaR HacTpoika SKMS WHCTpYMEeHTEI MNepeagpecaumrn BesonacHoCTh Mpovee

B CUCTEMHGIG HYpHaN CHCTEMHOE BpemMA [ Cnpagka ]
® Ounamirseckuis DNS anemext HacTpoika

S = ¥ Mopyyenne OaTel W BPEMEHI ND NPOTOKOMY NTP CUHHEPOHMINPOEATE |

= SHMP Cepeep epemenn | [time.nist.oov time nist gov =l

L . -
azphitdiatnsd Yacoeoi noAC |[Gr-,-1T+E|3:E|E|_: Mockea, CankT-NeTepdypr, Bonrorpag j

B CuctemHoe BpEMA
= YCTAHOBWTE OaTy W EPEMA B COOTBETCTENN C O3TON W BPEMEHEM KOMNEOTERA

B PacncaHdna

Oata u epemA I

» Mpoyes Wi-Fi KOMNLTERE

= 7 YeTaHoBMTE OaTY M BPEMA EPYYHYD

Adata FrJu.:|2UU2 'I r-.-1ec5|u:|ﬂHEGDb ﬂ ,-'_'I,EHb:|1 ﬂ
Bpemn '-Iac:IU (0-23) hIHHﬂa:IU (0-59} CekyHral)0 (0-59;

" [epexod Ha NeTHee
Epema

7 BknioueHo 7 OTKNIDYEHG
Myck |FIHEapb ﬂ |1 j
KoHey, |Aueape x| |1 7]

COXpaHuTE | OTMEHNTE

1. TMoayuars naty u Bpems no nporokoiay NTP (Get Date and Time by NTP Protocol)
BribepuTe, criemyer v mosyyars AaTy U Bpems 1o npotokoixy NTP.
1. Cunxponusuposarsb (Sync Now):
CHHXpPOHM3UPOBATH BPEMsI CUCTEMBI C CETEBBIM CEPBEPOM BPEMEHU
2. Cepsep Bpemenn (Time Server)

Beibepute NTP-cepBep BpeMeHHM Ui COIVIACOBAHUS BPEMEHM C BCEMHPHBIM
koopauHupoBaHHbIM BpemeHeM (UTC).

3.  Yacosoii nosic (Time Zone)
BribepuTe yacoBoii mosic, B KOTOPOM PACIIOJIOKEHO JAHHOE YCTPOHCTBO.
2. YcTaHOBHUTH JaTy M BpeMs Bpy4HYI0 (Set Date and Time manually)

BriGepute, cieayeT v ycTaHABIMBATh JIaTy W BPEMS BPYUYHYIO.
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3. YcraHoBuUTH AaTy M BpeMs Bpy4HYI0 (Set Date and Time manually)
Bribepure, crnemyeT 11 yCTaHaBIUBATh JaTy U BpeMs BPYUHYIO.

4. Ilepexon Ha jetrHee Bpemsi (Daylight Saving): BeiOepuTe naThl mepexoaa Ha JIETHEE U 3UMHEE
BpeMms.

Haxvurte kHonky «CoxpaHuTh» (Save) IJsi COXpaHEeHUs] CAEJAHHBIX W3MEHEHUil, NI KHONKY
«OtMmenutb» (Undo) 111 0TMEHBI.

3.2.4.7 Nucneruepusauus (Scheduling)

@ »c MIC 36 PoyTep 2 P covi o]

rnaexoe MeHio AQMHHCTRATOPA CocTeRHUe Macrep PacwnpeHHan BEIATH

OcHoBHam HacTpoiika  SMS  WuctpymerTs!  Mepeagpecaumu  BesonacHocTs  [pouse

® CHCTEMHBIA ypHan HacTpoilka pacnucaHni [CnpaBka ]

® Nunanseckuii DHS 3nemeHT Hacrpoitka

" QoS » Pacnncatie T Brnioyero

= SHMP Mpaeuno Ne Wms npaenna ‘ Denctane

= Mapwpytnsauus
COXpaHNTE | JoGaenTe HOBOE NPAEBNND... |

= CucrenHoe apewn

® PacnHcaHun

= Mpoyee Wi-Fi

MOXKHO YyCTaHOBUTH BpPeMs IO PacIHCaHHIO, YTOOBI ONPEETUTh, KaKkas CIIy>k0a OyneT BKIIIOUEHa WIIH
BBIKJTIOUCHA.

VYcranosute ¢uaxok «Bxmtoueno» (Enable). Haxxmute knonky «/lo6aButh HOBOe nipaBmiio» (Add New
Rule). [TpaBmiry MOKHO IPUCBOUTH UMSI U YCTAaHOBUTH JaTy U BpeMs Havaina (Start Time) u okoHUaHus
pactucanusi (End Time). Hmwxke npuBenen npumep Hactpoiiku npasuna «Bpemst FTP» (FTP time) na
Kbl 1eHs ¢ 14:10 mo 16:20.

Hasxvure kHOnKy «CoXpaHUTB» (Save), 4TO0bI COXPAHHUTH CAeIAHHbIC H3MEHEHUSI.
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Hacrpoiika pacnucanusi IpaBuJI

@ »c MIC 3G PoyTep2

PyCckdid »

MmaeHoe MeH AOMHIICTPaTOpa

CocToAHNe MacTep PacwipeHHaa BINTH

OcHoBHaA Hactpoiika SMS

HHeTpy bl Mepeany LMK BeionacHocTh

Mpouee

= CHETEMHBIN HKypPHAN
u JuHaunye ki DHS
m oS

= SHMP

u MapwpyTHsauma

= CHeTeMHOE Bpena
= lncneryepHiauma

n lefictena

Hac1poiika npaBun aucneTyepu3aum

[ Cnpaeka ]

IneneHT

Hactpoiika

b KIMA npaedna 11

JleHb Hepenn BpetiA Ha4ana (44:u) BpetA oKOHYaHHA (MU}
C L C L
C C ]
C L C )
] L
C C ]

COxpaHnT H OTMEHUTE H Hazag ]
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3.24.8 Hacrpoiika mnapamMeTpoB 0eClIPOBOIHOM CeTH

@ " MIC36PoyTep 2 P coui o]

rnaeHoe MeHw AOMHUCTPaTOPA CocrofHue Macrep PacluMpeHHas BEIATH
‘OcroBsHan HacTpoika SMS WaecTpyMeHTEl Nepeagpecaunn BesonacHoCTa Mpovee
= CHCTEMHEIA HypHAn HacTpoiika napameTpoe DecnpoBoaHON CETH [Cnpaeka ]
" AuHamu4eckuin DHS SnemMeHT FHavueHue
Hig ® [HTEPEAN CUIHAMBHEX N3KETOR Imn (MC, AMaNa30H AOMYCTUMEIX aH3ueHNA: oT 1 ao 1000
= SHMP 3HAYEHHE MO yMONYaHMK: 100}
= MapwpyTisauma = [HTepean DTIM |3 (IManaacH AONYCTMMBIX 3HAUEHNA: 0T 1 A0 255, 3HAYEHHE
no yMonuyaHni: 3}

B CuctemHoe BpEMA

= Pexum GecnposcaHon ceTh 1 cuewanHei pesxam € pesun G
B PacnucaHua

= CKOPOCTM Nepepaun IABTD -
= Mpouee Wi-Fi

® |[lupokoeelaHne 3310 @ Brnioueno 1 OTkMIOYEHD

= PEu NOELIWEHWA CKOPOCTH @ Brniouero © OTkmiouero

= MOWWHOCTE NEPEAAYH AHTEHHEI I 100% =

COXpaHnTE OTMEHNTE

1. NutepBan curHajJbHbIX NakeToB (Beacon Interval)

CurnanpHble MaKeThl OTIPABIISAIOTCS TOUKOW JOCTyIA JUIsl CHHXPOHHU3ALUU OeCHpOBOAHOMN
cetu. Bribepure nHTEpBAT OTIIPAaBKH CUTHAIBHBIX MakeToB OT 1 10 1000 Mc. ITo ymomganuro
ycTaHoBieHo 3HaueHue 100 mc.

2. Wntepnana DTIM (DTIM interval)

Beeaure 3Hauenuu ot 1 mo 65535 g oTHpaBKU COOOIIEHMS C YKa3aHHEM O JOCTaBKe
tpadpuka (DTIM). DTIM mpencraBisier coOoif oOpaTHBI OTCUeT, WHGOPMUPYIOMINI
KIIMEHTOB O CIIEAYIOIIEM OKHE MPOCIYIIMBAHMUSA HIMPOKOBEIIATENIHBIX M MHOI'0OAIPECHBIX
coobmennii. Ecmu B Oydepe TOUKM JOCTyna HMMEIOTCS IIMPOKOBEIIATEIbHBIC —HITH
MHOTOaJIpecHbIe COOOIICHUSI Il ONpEeeNeHHbIX KIUEHTOB, TOYKAa JOCTYNla OTHPABUT
cnenyroriee coodmenne DTIM ¢ 3aganHbiM uHTEpBaIOM. KITMEHTHI TOYKH JOCTYTA OTPEACIIST
CUTHAJIbHBIC NAKeThl U MPUMYT LIMPOKOBELIATENbHbIE MM MHOroaapecHsle coobmenus.I1o
ymomuanuto a8 uerepsaia DTIM ycranoBineHo 3HaueHue 3.

3. Pexum OecnipoBoanoii cBsizu (Wireless mode)
Bri6epute pexxum 6ecrpoBOTHOTO MOAKITFOYCHHS.
4. Ckopoctn nepegayu (TX Rates)

Bribepute OCHOBHBIE CKOPOCTH MEpENauyd JaHHBIX C YYETOM CKOPOCTH OeCHpOBOIHBIX
amanTtepoB B OecripoBoaHOi cetn WLAN.

5. IIupoxoBemareabHas paccblika naeHTugukaropa cetu (SSID Broadcast)

Bribepute, crienyer JM UCHOIB30BAaTh OECIPOBONHYIO MIMPOKOBEIIATEIBHYIO PACCBHUIKY
uaeHtugukatopa cetu. OTKIIOUHMB 3Ty PACCBUIKY, OECIPOBOJIHYIO CEThb MOXHO CJejaTh
MPaKTUYECKHA HEBUIUMOM.

6. PexuMm nosbimieHus ckopoctu (Speed Enhanced Mode)
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DyHKIUS YCKOPEHHOH Tiepeauu it OecrpoBoaHoro pemenus Ralink
7. MomHocTh nepeaayu anTteHHbl (Antenna Transmit Power)

Bri6epute MOIIHOCTD NEepead aHTEHHBI.

Haxmurte kHONKY «CoXpaHuTh» (Save) AJ1s1 COXpaHEHHs CIeJIAHHbIX U3MEHEHU, WIH KHOMKY
«OtMenuTb» (Undo) aAJis1 0OTMEHBI.
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3.2.5. SMS-coobweHuns
@ e MIC3GPoyTep2 =
rnasHoe MeHw AOMHMCTRATOPA CocTosHne MacTep PacluMpeHHas BEIATH
[s] k ) SMS Py Tel [ BesonacHocTs  [pouee
= Cospams SMS sms

= Bxogsuwue SMS

® Pa3znen No3gonAeT CO304asaTe W 0TNPABNIATE HOBbIe SMS-CooBeHnR
-MoaeonAet Bam coagaeats W NOCLINATL HOBOE SKMS-coobWwerune

" Bxogawwne coodueHnsa
- Pazen no3gcnAeT NpoCMaTPHEATE EXOAAWNE SMS-Co0BWeHNA

3.2.5.1 Co3zanue coodmeHus

@ ¢ MIC 3G PoyTep 2

rmaeHoe MeHw AOMHUCTPATOPA CocToAHNE Mactep PacwipeHHas BeliTH

OcHoeHaa Hactponka SMS HHcTpyreHTEI Mepeagpecaupn BeionacHoc T Mpouee

n Cosgate SMS MeHw otnpaBkmn SMS
u Bxopampe SMS " TenedoH
agpecara NodaBbTe 3HAK «+» 011A BBEOOA HOKMEPa TenedpoHa B MexayHapogHou (hopuare.
= Teket SMS

Terywan BXoaHAA TeKcToBaA BNKMHa : 0/ 160,
MakcHMansHaA o NHHa CoodEeHHA cocTaBnAer 160 GyKBEHHO-UM(DPOBLIX
CHMBOTOB FMIATHHHLUER,

OTNRAEMTE ] [ OTMEHS

Ha 5T0ii cTpanuile MO>XHO cO31aBaTh U OTHPaBIATh SMS-coo01eHus.

1.  Anpecar (To): Homep TenedoHa, Ha KOTOPBIH TpedyeTcs oTrpaBUTh SMS-coobmienne./[o6aBpTe
3HAK «+» JUIsl BBOJIa HOMepa Tene(oHa B MeXIyHapoIHOM (hopmare.
2. Texcer (Text): conepxanne SMS-cooOmeHwus.
Haxxmure kHonky «CoxpanuTby»(Save), yTOOBI OTIIPABUTH BBEIEHHOE cooOmeHne. Hakmure KHOTKY
«Otmena»(Cancel ), 4TOOBI OTMEHUTH OTIPABKY COOOIICHHMS.
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3.2.5.2 Bxoasmue SMS

@ »c MIC3G6PoyTep2

FmaBHoe MeHw AQMHICTPaTOpa CocToAHNe Mactep PacwnpexnHaa BEIiiTH
OcHoBHAA HacTporika SMS HHETPYKIEHTBI Nepean| Ly Be Iy

u Cosgate SMS BxopnAwye cooteHHA

= Bxogauwpe SMS O or BpenA nonyveHHa - TeKcT conBIWEHNHA

WexopAawpe SMS(50) ; Horaa SMS(50) ; CyMMapHaA MOWHOCTE (15)

SMS

[ YIAMHTE |[ QBHOEWTE

Ha »T01i cTpanuiie MOXHO MPOCMATPUBATh U yAaIsiTh SMS-coo0IeHwMs.
[IlenkHYB 3aMuch, MOXHO IPOCMOTPETH TEKCT COOOIICHUSI.
YroOb! yaamuTh COOOIICHNE, YCTAHOBUTE (PJIAXKOK CJIeBa M HAXKMUTE KHOTIKY yIaICHUS.

1.Smmk Bxoasmux coodmennii (Inbox): cnricok SMS-coobiiennii, COXpaHEeHHBIX
Ha SIM-kapre.
2. SMS-coobmenne (SMS): conepxkanue BoIOpaHHOT0 SMS-cooOIeHHS.

Haxxmute kHOnKy «¥Ynaautby»(Delete), uToOb1 y1anuTh BeIOpaHHOE coodIeHne. HaxMuTe KHONKY
«OoHoBUTHY(Refresh ), uTo0ObI 0OHOBUTH CTpaHHUILY.
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3.2.6. UHcTpyMmeHTbI (Tool Box)

@ ¢ MiC3GPoyTep2

rnasHoe MeH AQMHUCTpaTOpa

CocTosHHe MacTep PacluMpeHHan

BeIATH

OcHoeHan HacTponka

SMS WHeTpymeHTel Nepeagpecaunn BesonacHoOCTe Mpouee

= HHthopmaumna o CUCTEME
® PlN-kon

= 55D komaHgb!

B OSHOBNEHWE NPOWHEBKH

= CoxpaHeHWe TEKyLHx
HaCTpOEK poyTepa

= BoccTaHoBNeHWe 3JAB04CKNX HACTPROCSK
= Mepesarpyska poyTepa

= [lpouee

NHCTRY MeHTI

" MHchopmauna o cucTeme
- TIPOCMOTP CUCTEMHBIX 3YPHANOE.

= DOHOBNEHWE NPOWHEKK
- Heofxogumo ykaaate hain HoBoH NPOLWNEBKN.

" CoxpaHeHne TEKYWNX HACTPORK poyTepa
- COXpaHEHE HACTPOEK POYTEPa B dain.

" BOCCTAHOBIIEHNE CTAHOAPTHLIX HACTPORK
- BO3EPAT HACTROEK 3TOTC YCTPONCTEA K 3HAYEHWAM N0 YMOMYaHNID.

" Mepesarpyaxa
- Mepe3aarpyanTs poyTep.

" [po4ne 3nNeMeHThl
- MAC-agpec ana Wake-on-LAN Mo3eonAET NoOaTe NUTAHWE HA Opyroe

YETPONCTED B CETH BPYUHYID.
-TpoEEpKa CBAZN C AOMEHHEIM WMEHeM unu IP-agpecom: Mo3ecnAeT
HacTpoWTE IP-aopec W NPOBERWTE CBA3L CYCTPONCTECM. MOMHD NPoOBEpHTE

CEA3E KOMAaHOO0M ping ¢ onpedeneHHeiM IP-agpecom.
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3.2.6.1

Nudopmanns o cucreme (System Info)

@ »c M1C3GPoyTep 2

rnaeHoe MeHw AOMHHMCTRATOPA CocTofHWe MacTep PacluMpeHHas BhIATH
O SMS Py Beac Mpoyee
" Wnihopmauma o cacteme CeefeHItA 0 CHCTene
= Pili-roa IneneHt 3HayeHne
U5 SD RNl = Tun UConk3yemorg 3G (R1.01a2)
WA
= OGHOBNEHHE NPOWHEKH Wikinppa
IA
e T = Llodem IMEI NiA
HACTpoeK poyTepa
- ® Madem Firmware MiA
) Version
= Nepesarpyska poyTepa = Bpenn oToGpamenns | BT AUD 8 08:10:04 2008
" Mpouee = 3anucarh cooBwenne B | CHCTEMHSN XypHan
HypHan o Tadnuua Mapwpytnaayun
CHCTEMHLIR HypHa
Bpemn Hypnan

Aug 8 08:08:25

syslogd: syslogd started

Aug 8 08:08:25

syslogd: System log daemon exiting.

Aug 808:08:27

syslogd: syslogd started

Aug 8 08:08:27

cardmar{829]: no pcmcia driver in /procidevices

Aug 808:09:18

dhcpd: already acking lease 192.168.123.96

Aug 808:09:19

dhcpd: offer 192.168.123.96 to 00:10:77:83:65:13

Aug 8 08:09:26

dhepd: inform from 182.168.123.96

Aug 808:09:30

dhcpd: inform from 192.168.123.96

Aug 8 08:12:37

dhcpd: infarm from 192 168.123 96

Aug 8 08:12:40

dhepd: inform from 182.168.123.96

Aug 8081453

dhcpd: inform from 192.168.123.96

Aug 8 08:14:57

dhcpd: infarm from 192 168.123 96

Aug 8081744

dhcpd: inform from 182.168.123.96

Aug 8 08:.17:49

dhcpd: inform from 192.168.123.96

Aug 8 08:20:54

dhcpd: infarm from 192 168.123 96

Aug 8 08:20:58

dhcpd: inform from 182.168.123.96

Aug 8082442

dhcpd: inform from 192.168.123.96

Aug 8 08:24:45

dhepd: inform from 182.168.123.96

Aug 808:30.08

dhcpd: inform from 192.168.123.96

Aug 808:30:12

dhcpd: inform from 192.168.123.96

Aug 8 03:41:44

httpd: 182.168.123.96 logins successful

Aug 8084250

dhepd: release 192.168.123.98 from 00:1b.77.83:65:13

Aug B8 08:42:57

dhcpd: offer 192.168.123.96 to 00:10:77:83:65:f3

OGHOBUTE CUNCTATE XYPHEME!

MOoHO MPOCMOTPETh CUCTEMHYI0 nHpopMaruio (System Information) u cucTeMHbIH KypHal
(System log).31ech MOKHO TaK)Ke€ OYHCTHUTD JKypPHAIIBI.
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3.2.6.2 Ynpasaenune PIN-koxom

@ » MIC3GPoyTep2

FnaeHoe MeHw AOMHUCTRaTOpa CocToAHNE Mactep PacwnpeHHan Beliti

OcHoBHaA HacTpoika SMS HHETpYMeHTsI Mepeaspecaumn BeionacHoCTh Mpouee

= HHipOpHALMA O CHCTEME dyHrumm 3anpoca PIN kopa

= PlH-rom0, BnemeHt 3Ha4eHHe

u USSD KoMaHab! B IyHEUMM zanpoca PIM

Komda

-~ -
O Brmoueno & OTknioueHo
u (JGHOBMEHHE NP OoWHBKH

u CoNpaHEHHE TRy = Beegure SIM PIN kog
HACTPOEK poyTepa

COXpaHHTE H OTMEHHTE H Crena PIN kog,..

m BoceTaHOBREHWE FBOOCEKUY HACTPROSK]

u Mepesarpyska poyTepa

u [Mpouee

Br1 MoxkeTe BKITFOUMTH/OTKIIFOUNTE KOHTpOb PIN-Koma nin nsmenenune PIN oz,

PIN-ko1 3anpoca ()yHKIMIO: BKIIIOYUTH WIX OTKIIOUUTH 3anpoc PIN-koma yHKImm.
Bxoanoii SIM PIN-kon: Beenute npasunsHbiil kKo PIN 10 Haskmute kHOnKy "CoxpaHuTs".
PIN-kon 3apsan gynkuum: n3mennts [IMH-kox Ha kapTouke SIM.

Bororomue:
SIM-kapra OyzneT MOBTOPHUTH ONOKHPOBKY, eciu Oonee yeM B 3 pasza.Page moanep:kuBaeT
¢yskumo PazonokupoBats SIM Toke. Boi nomkHbl momyunts kon PUK u3 nepBbix ISP.

3.2.6.3 USSD
USSD (Unstructured Supplementary Services Data) — TexHOJOTHSI 0OMEHA JTaHHBIMH,
KoTOpast obecnieurnBaeT 0OMeH nHpopMaIme Mexay abOHEHTaMH U CTIeITUAIbHBIM CEPBUCOM
MOOMJIBHOTO OIEPaTopa B PEKUME peaJbHOrO BPEeMEHH.
Hpumeuyanue: USSD-coobmenne He coxpansiercs B namsitu MTC 3G Poyrepa 2.
J171st Toro 4TOOBI OTIPABUTH 3aIPOC, HEOOXOIMMO HAOpaTh YCTaHOBJICHHBIN TIOPSIOK
CHIMBOJIOB, 2 UIMEHHO: *KOJI 3anpoca# 1 Ha)kKaTh KHOTIKY BBI30BA.

3.2.6.4 Oonosaenne npomuBkn (Firmware Upgrade)
Jyiss 0OHOBIIEHUS IPOIIUBKHU CIEAYET HaXxkaTh KHONIKY «O0OHoBneHue» (Upgrade).
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3.2.6.5

3.2.6.6

3.2.6.7

Pe3epBHoe konupoBanue napamerpoB HacTpoiiku (Backup Setting)

J171st pe3epBHOTO KOMMPOBAHUS MMapaMEeTPOB HACTPOMKHU CeNyeT HaxkaTh KHOMKY «Pe3epBHoe
KONMPOBaHWe mNapaMeTpoB HacTpoiikm» (Backup Setting) u coxpanuth ux B BHIE
ounapHoro (BIN) daiina. [[ns BoccTaHOBIEHHS STHUX MapaMeTPOB HACTPOMKH, CM. pazzel
3.2.5.2, «OOHOBIEHHE POIIUBKI.

Boccranosiienne craniapTHbeix HacTpoek (Reset to Default)
JInst BOCCTaHOBIJICHMSI 3aBOJICKMX IMapaMEeTPOB HACTPOWKH JAaHHOTO YCTPOWCTBA CIIEAyET
HaxxaTh «BoccTaHoB/IeHNe cTaHIapPTHBIX HacTpoek» (Reset to default)

Ilepe3arpyska (Reboot)

Jis  mepe3arpy3kd JAHHOTO YCTpOMCTBa cieayeT Haxarb KHomky «Ilepe3arpyskay»
(Reboot).
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3.2.6.8 [IlIpouee (Miscellaneous)

1.

@ »c M1C36PoyTep 2 =

rnaBHoe MeHw AOMHHCTRPATOPA CocTosHHe MacTep PacluMpeHHas BEIATH
‘OcHoBHaR HacTpolika SMS HHCTPYMEHTBI Nepeanpecaunn BelonacHoCTa Mpoyee
" Unhopmauma o cucTene PazHkle 2NeneHTsl [Cnpaeka]
= Pili-rop BnemeHT 3HaqeHue
SR = MAC Anpec oA LAN 00-00-00-00-00-00 MoaHaTs
= OBHOBREHHE NPOWNBKH
® |mA gomena wnn agpec IP gna Tecta YTunuTsl Ping
= CoxpaHenne Tekyunx ping
HACTpOeK poyTepa
COXpannTs OTMEHNTE
= BOCCTAHOBREHWE SABOACKNX HACTPOE:

" flepesarpyska poyTepa

= Mpoyee

MAC-aapec nas Wake-on-LAN (MAC Address for Wake-on-LAN)

Wake-on-LAN — 3T0 TeXHOIOTHS, MMO3BOJISIONIAs YIAJCHHO BKIIOYATh MOAKIIOYCHHBIE K CETH
ycTpoiicTBa. J[isi MCIONb30BaHHUS JAaHHOW (YHKIMU CIEAyeT BKIIOYHTH €€ Ha YCTPOWCTRBE,
Takke ToJbkeH ObITh m3BecteH MAC-anpec yctpoiictsa, Hanpumep 00-11-22-33-44-55. Tlocne
Haxatust kHonku «IIpoOyxnenue» (Wake up), poyrep HemenneHHO OTmpaBUT wake up-maket
HEOOXOIMMOMY YCTPOHCTBY.

IIpoBepka cBsi3u ¢ 1oMeHHbIM HMeHeM wiH IP-agpecom (Domain Name or IP address for

Ping Test)
Moxno BBectu URL min [P-anpec, naxxars kHonky PING nist mposepku.
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4.IPSec Passthrough connection

Hlar 1>
Otxpoiite VPN Knuent Cisco. [TosiBUTCS OKHO MTOX0Xkee Ha JaHHOE.

# statns: Disconnected | ¥PN Client - ¥ersion 4 8.02.0010

Comnection Entries  2tatus Certificates Log Option: Help

< %} b NI

Connect Mew [mport Modity Delete CISCO
Connection Entries l Certificates ] Log ]

Connecton Entor Host Transpout
mis pac.mis. e IFSec!/TCP
rrits-duplicate VRN ks Fiec/TCR

( 2

Mot comnected.

Iar 2>

Haxmvute xHomky ‘“New” (Homoe), uToObl m100aBuTh HacTpoiiky VPN cepBepa. IlosBuTCS OKHO Imara 3.

# statns: Disconnected | ¥PN Client - Yersion 4 .8.02.0010

Comnection Entries  Status  Certificates Loz Optionz:  Help

E'ﬁ 4 %} M bl

Connect W [mport Iodifsy Delete CISCO
Connection Entries | Cerlificates ] Log ]

Connecton Entor Host Teanspout
mis Tpac mis_ T IPSec/ICF
rrts-duplicate VDN . rrits. L FRec/TCF

(| 2

Mot comnected.

[ar 3>

1. B mone «connection entry» BBeAUTE UMl Ha Ballle yCMOTPEHUE

2. Bsenure agpec IPSec cepsepa. Hampumep: vpne.mts.ru

3. BsenuTe ums noJib30Batens U napoib A ganHoro [PSec cepsepa.
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# YPN Client | Create New YPN Connection Entry

Connection Entry: |mte 1

N mir
CISCO

Description: |

Host: |'-fpm:.mts.ru 2

Authentication | Transport | Backup Servers | Dial-Up |

(¢ Group Authentication " Mutual Group Authentication

Naumne: |mts
Password: |$*#m

Confirm Password: [*¥4+H

(" Certificate Authentication

Neme I

[ Send CA Certificate Cham

Erase User Password |

[ar 4> YcraHOBKH MapUIpyTH3alUU:

Campiif mpoctoit crmocod yctanoBku I[PSec VPN coemunenust yepe3 Cisco VPN kiaweHT 3To
ucnoib3oBark pexxuM [PSec uepes UDP. Iporecc ycraHOBKM Oy €T CIIEAY O

Crnenys cxeme HHXKe, BbIOepUTe «transporty M HaxMuTe «enable transparent tunneling» (BKIIOYHMTH
npo3payHoe TyHHenupoBanue) , Beioepure «IPSec over UDP(NAT/PAT)».

Haxxmute «CoxpaHuThy.
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# | YPN Client | Properties for "AMIT"

Comnection Entry: |MTS
y NI
Description:
| CISCO
Host: |v1:un1:.mt$.ru

buthentication | Tramsport l Backnp Servers ] Dial-Tp ]
[v Enable Transparent Tonneling

fo IPRec over UDF (MNAT fPAT )

i~ IP%ec over TCP TCE Pogt: (10000
[ Allow Local LAN Access
Peer response timeont (zeconds): (90
Eraz Uaer Pagswond | Sanve Cancel

[ar 5>
JBaXIbl KJIMKHHTE HAa 3allUCH, KOTOPYIO BbI TOJILKO 4TO coxpaHwiu u VPN coenuHeHue Oyner
YCTaHOBJIEHO.

# status: Disconnecied | VPN Client - Version 4.8.02 0010 =13
Comnection Entries  Status  Certificates Log Option:  Help

£ h m i

Cancel Connect Hew Tmport Iodafy CISCO
Connection Entries l Certificates ] Log ]

Connacton Entogr Hest

mits-duplicate Ypac.mis. T ]I"Sec."TCP

y . 2

Contacting the secwdty gatewsyr at 194 54 151 58 'TTTH
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5.YcTpaHeHue Henonaaok

B sToM paznene mpuBeneH 0030p BO3MOXHBIX PEIIEHHH THUIHYHBIX MPOOJIEM, BO3HMKAIOIIUX IPU
ycraHoBke U 3kcruryarauuu MTC 3G Poyrepa 2.

1. IIpu MCHOIb30BAaHMM CBOEr0 KOMIBIOTEpPa /sl KOH(PUIYPHPOBAHHMS poyTepa HEBO3MOMKHO
MOJIYYUTh JOCTYIl K MeHI0 KOHpurypamnumn. [louemy?
IIpumeyanune: Pexomenayercs HCHOIB30BaTh MNOJKIIOUEHHE Mo Tmporokody Ethernet mis
KOH(UTYPUPOBAHUS
Yo6enurecs, uro unaukarop Ethernet na MTC 3G Poytepe 2 cBeTurcs.

Ecin MHIMKATOP He CBETHTCH, MPOBEPHTEC HAJACIKHOCTh MOJKIIOUYCHUS KaOelsd K pa3beMy
Ethernet.

IIpumeyanue: Yo6emurech, uro IP-agpec mpuHamIeXUT TOMy Ke AWANa3oHy W TIOJICETH, B
kotopor Haxoautrcas MTC 3G Poytep 2. [P-anpec MTC 3G Poyrtepa 2: 192.168.123.254. Bcee
KOMIBIOTEPHl B CETH JOJDKHBI HMETh YHUKaibHble [P-anpeca, mpuHamiexamme OIHOMY
nuanaszony (Hampumep, 192.168.123.x). Jlroboi kommbioTep ¢ myomupyembiM [P-aapecom He
Oyzner BuaeH B ceTu. /[ BceX KOMIBIOTEPOB TaKKe MOJDKHA OBITH 3a/laHa OIMHAKOBAs Macka
noJjceTH (Hanpumep, 255.255.255.0).

Brimonaute mpoBepky ¢ momoinisio komaHnel PING, uytoOwr yoemutbes, uto MTC 3G Poyrtep 2
OTBEYaeT.

Haxxmure kHonky «Ilyck», BeiOepuTe « BBINOJHATS...».

1: Beenute cmd.

2: Haxwmwure knonky BBO/I.

3: Beenure ping 192.168.123.254 B ciyuae ycHemHOro BBINOJIHEHUS MPOBEPKU Oyjaer
O0TOOpaKEHO YETHIPE OTBETA.

Ipumeyanue: Ecnu [P-anpec mo ymonuanuio ObUl U3MEHEH, yOEAUTECh B TOM, YTO BBOAMTCS

BepHbIil [P-anpec, naznauennsnii 11t MTC 3G Poyrepa 2.

VY6enurecs, uto anantep Ethernet pabotaer npaBuIbHO U YTO BCE CETEBbIE IpaliBEPhl YCTAHOBIICHBI.
IIpumeyanue: ViMeHa ceTeBBIX aAanTepoOB MOTYT OTIMYATHCS B 3aBUCUMOCTH OT KOHKPETHOM
Mojenu. IlpuBeneHHble HMKE MOIIArOBble yKa3aHHUs IO YCTAaHOBKE NPHMEHHMbI K JIHOOOMY
CETEBOMY aJanTepy.

1. Haxwmure xHonky Ilyck. IllenkHure mpaBoil KHONKOW MbIIM 3Ha4oK Moil KoMmbIOTEp,
BbIOEpUTE CBOliCcTBA.
2. BwiOepurte BriIanky OdopynoBaHue.

e

Haxxmure kHONIKY /IMcnerdep ycTpoiicTB.
4. JIBaxkapl meakHUTE 3Ha40K CeTeBble IJIATHI.
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5. Henknute npaBoi kHonkoit Wireless Cardbus Adapter wiu gpyroi cereBoii aganrep.

6. BriGepute nmyHkT CBolicTBa, 4TOOB! IPOBEPUTH NPABUIILHOCTh YCTAHOBKH BCEX ApaiBEpOB.

7. Ilocmorpute mnone CocTosiHHMe YycTpoicTBa, 4TOOBI Y3HaTh, paboOTaeT JM YCTPOWCTBO
HOPMAJIbHO.

8. Haxwmure kHonky OK.

IMouemy moii kiauentT 6ecnipoBoaHbIX ceTeil HE moxker nmosyuurs nocryn B Unrepuer?
Ipumeuanne: YcranoBute WiFi-moakmouenue. Ecnu BoiOpano mmdpoBanne WEP wnm
WPA-PSK y6enurech, 4YTO OTH MapaMeTpbl COOTBETCTBYIOT IapamMeTpaM HaCTPOUKH
WiFi-agantepa. JlomosHuTEIBHBIC CBEIEHUS CM. B JokyMeHTanuu k WiFi-agantepy.

Yo6enurech, 4TO s KIMEHTa OECHpPOBOJHBIX CETeH Ha3HAuYeHA W IOJKIIOYCHA BEpHAash TOYKA
nocryna (Access Point).
J1J1s MPOBEPKU 3TOTO MOAKJIFOUEHHSI BHITIOJTHUTE CIICTYIOIINE ICHCTBUS.

1. HlenxkauTe mpaBoi KHONMKOW MbIK 3Ha40K [logk/I0UeHne N0 JJOKAJIBLHON CeTH Ha MMaHen
3aja4.

2. Bribepute IIpocMoTp A0CTYNMHBIX 6eCIPOBOIHBIX CeTell B HACTPOIKE OECIIPOBOIHBIX CETEH.
OtobOpasutcs skpan IloakiadeHune K OecnpoBOAHOW ceTH. YOeautech, 4TO BBIOpaHa
BEpHasi JOCTYMHAsl CETh.

VYo6enutecs, uro [P-anpec, Ha3HaueHHBIN amanTepy OECPOBOAHON CETH, NMPUHAJICKUT TOU XKe
MOJICeTH, YTO U Todka joctymna, u uuno3. [P-agpec MTC 3G Poytepa 2: 192.168.123.254.
ApnanTepbl OeCTIpOBOIHBIX ceTel NoJKHBI MMeTh [P-aapec m3 Toro ke nuamazoHa (Hampumep,
192.168.123.x). Hecmotpss Ha TO, YTO MacKa TOJICETH JOJDKHA OBITh OJWHAKOBOM Ha BCEX
KOMIIBIOTEPAaX B CETH, HE JIOJDKHO OBITH JIBYX YCTPOMCTB B CETH C OauHaKoBbIM [P-ampecom.
Taxum 06pazom, Kax10€ YCTPOWCTBO JOJDKHO HMETh YHUKaIbHBIN [P-anpec.

UtoOer mpoBeputh IP-aapec, Ha3HAYCHHBIA afanTepy OECIPOBOIHBIX CETEH, BBITIOTHUTE
cIeAyroUe AeCTBHUS.

1. B pexume KomMaHIHOW CTPOKH BBEAUTE KOMaHy ipconfig /all

2. Bsenute komanay ping 192.168.123.254, uro6s1 nposeputs noctyn Kk MTC 3G Poytepy 2.

IMouemy npomnagaet NOAKJIIYEHUE K OeCTIPOBOIHOI ceTH?
Jl1s pemieHus1 MPo0J1eMbl MOKHO IIONPO0OBATH CileyI0LHe Mephl.
*  OpueHTalusi aHTCHHBI.
1: IlompoOyiite no-pa3sHomy opuentupoBath anteHHy MTC 3G Poytepa 2.
2: TlompoOyiiTe pa3MecTUTh aHTCHHY Ha PAacCCTOSHUM HEe MeHee 16 caHTuMeTpoB (6 JH0HMOB) OT
CTEHBI U APYTHUX MPEIMETOB.
* Tlomwrraiitece n3menuth kananm Ha MTC 3G Poytepe 2, Touke AocTyna u OeCpoOBOIHOM
ajianrepe Ha Ipyroi, 4yToObl yCTPAaHUTh IOMEXH..
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» Jlepxute ycTpoiicTBO Baanu (Ha paccrosuun He MeHee 90-180 cm (3—-6 ¢yroB) oT
AIIEKTPUYECKUX TMPUOOPOB, KOTOPHIE HCIYCKAIOT PaJMOYaCTOTHOE H3IYUYCHHE, HAIpuMep
CBU-neun, MOHUTOPBI, HJIEKTPUIECKUE ABUTATENN U T.I1.

I[Mouemy 51 He MOTY YCTAHOBHUTH 0eCIIPOBO/IHOE coe/lMHeHne?

Ipumeuanne: J[ns noucka u ycrpanenus: HeucnpaBHocteiik MTC 3G Poyrepa 2 HeoOXxoaumo
Ethernet-moaximrouenue.

Ecin va MTC 3G Poytepe 2 BKkiIOueHO MU(PpPOBaHHE, TO TaKKE HEOOXOIUMO BKIIOYUTH
muppoBaHUEe Ha BCEX OCCHPOBOAHBIX KIMEHTaX, YTOOBl yCTAaHOBHTH OCCIPOBOIHOE
MOJIKITIOYCHHUE.

« Jlns 802.11g mMoryT OBITH cienyrole mapaMeTpbl HacTpoiky mudpoBanus: 64 wiu 128 6ur.
VY6enutech, uTo BhIOpaH OJUHAKOBBIN ypoBeHb mudpoBanus kak Ha MTC 3G Poytepe 2, Tak
Y Ha KJINEHTE OECTPOBOTHBIX CETEH.

* VYb6enutech, uto SSID na MTC 3G Poyrepe 2 u Ha kiueHTe OECIIPOBOIHBIX CETEH B TOUHOCTH
COBIIAJET.

B mpotuBHOM citydae GecripoBOAHOE COEAMHEHNE YCTAHOBUTH OYET HENb3sl.

* Ilepenecute MTC 3G Poyrep 2 u kimeHT OeCHpOBOJHBIX CETe B OJHY KOMHATYy, 3aTeM
IIpOBEphTE OECIIPOBOIHOE COCIUHEHHE.

« OrximounTe Bce mapameTpsl 6e3omacHocty, Takue kak WEP n YnpaBiaenne MAC-agpecamn
(MAC Address Control).

* Brikimounte MTC 3G PoyTep 2 1 KJIHEHT.

Bxatounte MTC 3G Poytep 2 cHOBa, 3aTeM BKJIFOYUTE KJIUEHT.

* VYbemutech, 4TO BCe yCTpoiicTBa yctaHoBieHbl B MH(bpacTpykTypHbIii peskxuM (Infrastructure).

* VYbemutech, YTO COCTOSIHUE BCEX MHIMKATOPOB MOJTBEPKAAET HOpMaJbHYI0 padoty. Eciu 310
HE TaK, MPOBEPhTE HAICKHOCTh MOACOSANHEHUE Kalbens OJI0Ka MUTaHUsl TIEPEMEHHOTO TOKa U
kabens Ethernet.

* VYbemutech, 4yTO mapaMmeTpbl HacTpoiiku [P-agpeca, macku moaceru, nutto3a 1 DNS BBeneHbI
MPaBUWIIBHO JJIS 3TOM CETH.

» Ecmu ucnone3yercst 6ecripoBognoii Tenedon Ha 2,4 I'T'u, obopynoBanne X-10 wim apyrue
CUCTEMbI JIOMAIllTHEH OE€30MacHOCTH, TIOTOJIOYHBIC BEHTHIIATOPHI WM CBETWIBHHUKH, TO
0ecrpoBOHOE COEAMHEHHUE MOXKET OBITh 3HAYUTENIBHO OCIA0JIEHO WM MOJHOCTBHIO
OJIOKUPOBAHO.

UtoOs1 n30exath BiauMsiHUS TToMeX, nmomensiTe kanan (Channel) na MTC 3G Poyrepe 2 u Ha Bcex

YCTpPOMCTBAxX CETH.

» Jlepxxure yctpoiictBo Ha pacctossHuM He MeHee 90-180 cm (3—6 PyTOB) OT IIEKTPUIECKUX
prOOPOB, U3TyUYAIOUINX paauodacToTHbIe momexu. K Takum npudopam otHocstes: CBU-neun,
MOHHTOPBI, IEKTPUIECKUE ABUTATEIN U T.11.

$1 326111 cBO¥ KJII04Y mUppoBanus. Uro geaars?
* B cnyuae, ecim 3a0biT kimou mudposanus, To WiFi-agantep He CMOXET YCTaHOBUTh
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MOJIKIIIOYEHHE JOKHBIM 00pa3oM.

Eciu mapamerpsl HacTpoiiku kiroda mudposanus Obutn 3agansl it MTC 3G Poyrepa 2, To oHn
Takke JOJKHBI ObITh 3amanbl g WiFi-amantepoB, koTopeie OyayT noakiouensl k MTC 3G
Poytepy 2.

UToOB! BBIMOIHUTHE cOpoc Kitoua (kimroueit) mudpoBanus, Boaure B MTC 3G Poytep 2 gepes
NpoBOJIHOE TOAKIIOUeHKe. (s momydeHust qomoiHuTeNbHOM HHpOpManuu cM. pasaen «Basic
(OcnoBnoit) > Wireless (becripoBognast cets) (Security—No Encryption) (be3omacHocts — 0e3
UG POBAHUA)» ).

Kak Bbimosnuts copoc MTC 3G Poyrepa 2 Kk 3aBOACKHMM NapaMeTpaM HACTPOKHM MO
YMOJTYAHUIO?

Ecan gpyrme meronsl MOWCKa M yCTPAHEHHUsS HEUCIPABHOCTH HE JalM pe3yJbTaTa, MOXKHO
BbINOJHUTE COpoc (Reset) MTC 3G Poyrepa 2 K 3aBOJICKMM MapamMeTpaM HAcCTPOWKH IO
YMOJIYaHUIO.

s BemmosnHeHus anmnapatHoro copoca MTC 3G Poytepa 2 k 3aBOACKMM MapamMeTpam HacTPOHKU
10 YMOJIYAHUIO BBIIIOJIHUTE CIEAYIOIIUE NEUCTBUS.

Yo6enurech, uto MTC 3G PoyTep 2 BKIIIOUEH.

Haiinure xHomky copoca (Reset) Ha 3anneit manenn MTC 3G Poyrepa 2.

C moMoMIb0 BRIIPSIMIICHHON KaHIIEISIPCKON CKPENKH HAXMUTE KHONIKY cOpoca (Reset).
Hepxxute kHONKY Haxkator 10 cexyHJ1, 3aTeM OTITyCTHUTE.

A A

[Mocne mepesarpy3ku MTC 3G Poyrep 2 Oynmer cOpomieH K 3aBOJCKAM IapaMmerpam
HacTPOUKH 110 YMOJIYAHHUIO.
IIpuMeyanune: YuTuTe, 4TO 3TOT MPOLIECC MOXKET 3aHSATh HECKOJIBKO MUHYT.

Yro Takoe VPN?

* VPN sBnsiercs cokpamnienuem ot Virtual Private Networking (BupTyanbHast yacTHasi ceTh).
VPN co3maioT «TyHHENIb» dYepe3 cyliecTByrolniee HHTepHET-MOAKIIOUeHUE, HCIIONb3YS
npotokos PPTP (Point-to-Point Tunneling — TyHHenupoBaHusa Mexay ysiaamu) win IPSec ¢
pasnuuHbiMU cxeMamu mudpoBanus, Bkiatodas MS-CHAP (Microsoft Challenge Handshake
Authentication Protocol — mporokon Microsoft ayreHTH(UKAIH 110 KBUTHPOBAHUIO BHI30BA).

*  Dta (QyHKIMS MO3BOJISIET HCIOJIB30BaTh CYIIECTBYIOIIEE HMHTEPHET-TIOAKIIOUCHUE IS
MOJKIIIOUECHHS K yIaJIGHHOMY Y31y € JomoJiHuTeNbHOM 3amuToi. Ecau VPN-noakmrouenue
He paboTaeT, yoeaurech B IpaBUILHOCTH KoHpurypammu VPN-103BoHa.

Ilpumeyanue: Jlannas naopmanus J0HKHA OBITH MPEIOCTAaBIEHA MOCTABIIMKOM yciuyTr VPN,

Haxarue na kHOmky cOpoca (Reset) BocCTaHOBUT TiepBOHaYaJIbHBIE 3aBOJCKHE MapaMeTphI

HaCTPOWKH MO YMOJYAHUIO.

Yto gesnathb, eciin kadeb Ethernet He padoTaer 1015KHBIM 00pazom?
* B nmepByro ouepens mpoBephTE EIOCTHOCTH KaOEIbHOTO coearnHeHust Mex 1y noptoM Ethernet
Ha poyTepe U CeTeBOil KapTe.

* Bo-BTOpBIX, YOEnUTECh, YTO ceTeBas KapTa BKJIIOYEHA M HAcTpoeHa Ha mpueM [P-agpeca ot
DHCP-cepgepa.
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* Ecnum mapameTpsl HACTPOMKK BEpHBI, YOSAUTECHh B TOM, UYTO He HCTOJb3yeTcs kabenb Ethernet
Juisl iepekpecTHoro coennHeHusa. Hecmotps Ha 1o, yto MTC 3G Poyrtep 2 coBmecTuMm ¢
MDI/MDIX, wmoryT OBITh HE COBMECTUMBI HEKOTOpbIE CeTeBble KapThl. llosTOoMy
PEKOMEHIy€eTCs UCTI0JIb30BaTh COCIMHUTENbHBINA KaOesb TaM, I7Ie 3TO BO3MOXKHO.
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6.TexHUYecKme XxapaKTepmucTUKm

Hocrtyn B cetb 3G

Berpoennsiit mogem 3G (HSUPA): no 5 Mbit/sec B cetu MTC

CranpapTtbl

IEEE 802.11b/g
IEEE 802.3
IEEE 802.3u

BecrnipoBosiHast cBsizb

Cranpapt

IEEE 802.11 B\G

CkopocTb nepegaun

JaHHBbIX

54, 48, 36, 24, 18, 12, 9 u 6 MOuT/C Ha KaHaJl, aBTOMAaTHYECKOE CHIKEHUE
CKOpPOCTH Tepeayu JaHHbIX

YacrtoTa

2,4 —2,462 I'Tu, monynsust CCK / OFDM

Pamunyc neiictBus

Otnomenue momHocTy [pa/TIpm: 18 nbm Ha coty
BuyTtpu nomemenunii: okoio 35-100 meTpoB
Bue nomenienuii: 1o 100-300 meTpos

Yucio KaHaJIoB

1-11 ana Cesepnoii Amepuku (PKC); 1-11 qa Kananer (DOC)
1-13 ans EBpomnsl (kpome Ucnannu u @pannun) (ETSI)
1-14 ans Anonun (TELEC);

Be3onacHOCTb 64- u 128-6utnoe WEP-mmdposanne; WPA-mmdposanue
AHdTeHHa Cwemuas anrenna, 1,8 dB
Owibtp [P-anpecos
NAT (Network Address Translation — TpaHCSIIHS CETEBBIX aIPECOB) C
bparzmaysp npoxojioM uepe3 VPN
Ounbtpanus no MAC-anpecy

[TonnepxxuBaembie 3G, crarnueckuii [P-anpec, nunamuueckuit [P-anpec, PPPoE, PPTP, L2TP
tunsl WAN

Cxema IIOAKJIFOYCHU A

[Monxmrouenne mo TpedoBanuto (Connect-on-demand), aBromaruueckoe
otkioueHue (Auto-Disconnect)

Oynkius NAT Kiace C ; onMH K HECKOJNBKUM; Makc. 253 MOJb30BaTelisl; BUPTyaIbHBIN
cepsep; xoct DMZ

VPN [Iporokonst PPTP, L2TP u IPSec

Kondurypuposanue | Mcrone3yromuii ”HTEPHET-TEXHOIOTHH, yepe3 obo3peBarenu [E, Navigator,

U yIIpaBJIeHUE

1o npotokoxy SNMP

DHCP

Cepgep u kimuentr DHCP

PaGoune ycmoBust

Temmneparypa: 0~40°C; Binaxkuocts: 10%~90%, 6e3 06pa3oBanus

KOHJIeHCaTa
II
OﬂﬂepggBaeMHe Windows 95/98/ME/NT/2000/XP; Linux
IuTanue NmnynbscHblit uctounuk nutanus 12 B, 2,0 A
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